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ABSTRACT

ThispaperfintroduceghePeerAccesgamenvork for reasoningibout
authorizatiorin opendistributedsystemsandshawvs how aparam-
eterizationof the framewvork can be usedto reasonaboutaccess
to computationakesourcesn a grid ervironment. The PeerAc-
cessframavork supportsa declaratve descriptionof the behaior
of peersthat selectvely pushand/orpull informationfrom certain
other peers. PeerAcces$ocal knovledge basesencodethe basic
knowledgeof eachpeer(e.g.,Alice'sgroupmembershipsjts poli-
ciesgoverningthereleaseof eachpossiblepieceof informationto
otherpeers,andinformationthat guidesandlimits its searchpro-
cesswhentrying to obtain particularpiecesof information from
otherpeers.PeerAccesgroofsof authorizationareveri able and
nonrepudiableandtheir constructiorreliesonly onthelocal infor-
mation possessebly peersandtheir parameterizetbehaior with
respectto query answering,information push/pull, and informa-
tion releaseolicies(i.e., no omniscienwiewpointis required).We
presentthe PeerAccesfanguageand peerknowledge basestruc-
ture, the associatedormal semanticsand proof theory andexam-
plesof the useof PeerAccesi constructingproofsof authoriza-
tion to accesTomputationatesources.
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Security LanguagesTheory

Keywords
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1. INTRODUCTION AND RELATED WORK

Authorizationapproachefor distributedsystemsvhereresources
areaccessedcrosrganizationaboundariehave becomeatopic
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of industrialandresearchinterestin recentyears,with reputation
systemsandtrustnegotiationemeping astwo particularlyinterest-
ing researchdirectiony([3, 5,6,9,11,12,13,16,17,20,22,23,24,
25],to mentionjustafew). In attemptingo build anddeploy anau-
thorizationsystembasedon trust negotiationfor a particularopen
system(sharedaccesgo high-performance&omputingresources),
we foundthatthe theorydevelopedfor authorizationin opensys-
temsdid notincludeall thefeatureghatwe neededo reasorabout
theruntimebehaior of the systemor to accounfor all theactions
thatpartiesin the systemneededo take atruntime. Theneedwas
particularlyacutein the areaof reasoningabouthelpful third par
tiesatruntime, suchasinformationbrokers,credentialandpolicy
repositoriesandthird-party authorizationservices. A peerAlice
may needto contactseveral suchpartiesas sheattemptsto con-
structa proof thatsheis authorizedo usea particularservice,and
sheneedsaprincipledwayto determinevhoto contactwhatto ask
for, whatkind of answerdo expect,andwhento give up. Sheneeds
away to explain who sheis andwhy sheis askingfor help,asher
intendedpurposemay determinewvhetherathird partyis willing to
help her, or mayin uence the answerthatit givesher Alice also
needsaway to setlimits onwhatcanbe donewith the personalin-
formationthatshegivesout, andto determinewvhatsheis allowed
to do with the informationthat othersgive to her Shealsoneeds
to beableto Iter outincominginformationandquerieshatareof
no interestto her (e.g., spamandporn). Sheneedsto be ableto
interactsuccessfullyith partiesthat pushinformationto her, and
with partiesthatshemustqueryto getinformation.
Otherresearcherbave examinedmary of the separateaspects
of this problem. For example,[2] studiesthe problemof creating
distributed proofs underan information pull paradigm,when all
peerscooperatego the maximumextent possible. The authorsof
[18] studythe problemof nding needecdcredentialsat run time,
andproposea solutionbasedon credentialtyping (e.g.,querythe
issuerto nd a certainkind of credential). Other papers[1, 10]
presentaruntimesystemfor constructingdistributedproofsof au-
thorization,given authoritatve informationon whereto goto nd
needectredentials.In a similar way; in [3, 4, 13, 14] policiesen-
codeinformationaboutwhereto goto nd certainneededacts.
Theseandthe otherworks citedabove studyusefulpiecesof the
picture, but we found that the separateiecesoftendid not t to-
getherto form a solutionto our real-world situation. For example,
real-world peersdo not exhaustvely try to answerall queriesthey
receve, asin [2]. A peermay behae quite differently depend-
ing on who is askingfor help andwhy they are askingfor help.
We wanteda way to talk aboutsticky policies[15] (releasepoli-
ciesthatarepermanenthattachedo theinformationthey protect),
but alsowantedto be ableto describenon-sticly policies within
the sameopensystem.In [1], credentialshave sticky releasepoli-



cies,andthosepolicies are propagatedo all conclusionsderived
usingthosecredentials. This interestingapproachwill betoo re-

strictive for mary situations andit is embeddednto the syntaxof

the language makingit hardto change. A type-basedredential
discovery system,asin [18], is not e xible enoughto modelthe
evolving behavior of credentiabndauthorizatiorsenersin compu-
tationalgrids, wherethereis often no visible relationshipbetween
the party whosesignatureAlice wishesto have on a factandthe
party Alice mustgo to to obtainthat signature.In [3, 4, 10, 13],

informationon whereto obtaineachcredentialis expressedy la-

belingeachcredentiabccurrencén apolicy with exactly onepeer

Credentiallocationhints areaf x ed insidethe policy andmustbe
replicatedin eachrule, althoughthe stratgyy for nding a creden-
tial oftendepend®nthe credentiaklassandnotontherule where
the credentialis referredto—akind of replicationthat may intro-

duceerrors. In general,decouplingaccesscontrol policies from

negotiation-relatediecisionssuchascredentiafetchingstrateyies,
releasepolicies, etc., seemsa good policy engineeringprinciple,
and a steptowardsdeclaratve negotiation control. Closeto our

work, [21] proposesa logic basedformulationthat supportsdele-
gatableauthorizations[7] adoptsa metapolig-basedapproachas
in our paper However, neitherof them considerssuchfeatures
as sticky policies, credentialdiscovery, or exposureissues. We

know of no preeisting approactthat allows oneto reasonabout
theruntimebehaior of a very diversesetof peers someof whom
pushinformation, somepull information, and somemix the two

paradigmsFurther preeisting work did not considerpotentialin-

teractionsbetweenvariousfeatures(e.g., sticky policieson hints
aboutwhereto goto obtaininformationaboutsticky policies).

In this paperwe proposehe PeerAccesframeavork, which pro-
videsaninfrastructureandlanguageo modelandreasoraboutdis-
tributedauthorizationin opensystems As the framework is broad
andgeneric,we only presentan instantiationof it thatis suitable
for usein reasoningaboutaccesdo a grid of computationake-
sources.We introducethe architectureand describethe language
in section2, thenpresentPeerAcces&nownledgebasesn section
3, releasepoliciesin sectiond, semanticsand xpoint characteriza-
tion in section5, prooftheoryin section6, proof hintsandqueries
in section7, and nally concludein section8.

2. FRAMEW ORK AND LANGUAGE

The PeerAccessramevork supportsa possiblyin nite set of
peers.eachwith its own separat&knowledgebase(KB) of policy-
relatedinformation ( gure 1). Peerscommunicatewith one an-
otherby pushinginformationin messager by pulling informa-
tion throughqueries. The high-level behaior of eachpeer(i.e.,
whatinformationit pushesandto whom, whosequeriesit triesto
answerhow hardit triesto answethem,andthekindsof answerst
gives)is determinedy declaratie event-condition-actiomulesfor
that peer Thelower-level behaior of eachpeeris determinecby
the contentof its KB, whichincludeits own local knonvledgeand
informationthatit hasreceved from others.Its KB includestight
controlsonwhatinformationit cansendoutor receize in messages,
andhintsregardingwhat peersto contactfor helpif it is trying to
prove certaintypesof conclusions.At a high level, the language
for KBs and messagesan be thoughtof aslogic programswith
an open-vorld semanticsplus two modal operatorgelatedto the
saysoperatorof BAN logic [8] (to provide nonrepudiatiorior mes-
sagecontentsandjusti cation of proofresults) plusasprinklingof
second-ordeconstructdo allow declaratve speci cationof infor-
mationreleasepoliciesandhintsabouthow to construcproofs(but
without introducinghigh runtimecompleity).

ThePeerAccespolicy languageconsistof amodallanguage—

calledthebaselanguagye—anda modalmetalanguagesachwith a
separateountablepool of variables. Roughly speaking the base
languagespeci es basicaccessontrol policiesandrelatedrules;
themetalanguagspeci esmetapolicieshatdeterminghedynamic
behaior of the system.

The basepolicy languages basedon standardDatalogatoms
built from a countablyin nite supplyof constant{to modelopen
domains).A distinguishedsubsebf the constantsN , containsall
possiblepeernames. The setof predicateds applicationdepen-
dent. We italicize variablenames to distinguishthemfrom con-
stants,functions,and predicatenames. At the baselevel, modal
atoms, called facts are expressionsof the form “P signs ” or
“P Isigns ", whereP 2 N and is aDatalogatom. A rule is
an expressionf o fin N fn, whereeachf; is a factand
n 0. Factsarespecialcasesof rules,wheren = 0. If fg is
of theform “P signs ", thentherule or factis directly signedby
P; otherwise fo hastheform “P Isigns " andtherule or factis
logically signedby P. (Wewill omitthesignature®nequalityand
inequalityatoms sinceall peersagreeon the truth of suchatoms.)

In the metalanguagehe setof termsincludesthe metavariables
plus a distinct function names for eachsymbols of the two lan-
guages(variables,constants and logical connecties), satisfying
s = s. In this way, eachbaseor metagpressione canbe repre-
sentedy ametaterne built with thenamingfunctions.To enhance
readability we shall simply write e ase; the contet will always
male clearwhethere is playing therole of atermor arule. The
(nonmodal)atomsof the metalanguagarebuilt in the usualway
from metatermsand metapredicatesFactsare de ned as above,
i.e., as modal metalanguagetoms. Ruleshave the sameform
asabove; their bodiesmay containboth basefactsand metafcts,
while the headf  mustbelongto the metalanguageVariablein-
stantiationsmustmapeachvariableto atermof the samelevel, so
thateveryinstanceof awell-formedexpressioris well-formed,too.

Eachpeerhasa separateknowledge base( gure 1) of facts,
rules,andreceved messagesEachKB containsthe following -
nite setsof formulas,eachdescribedn detailin alatersection:

1. Its basepolicies which arerulesover thebasdanguage.

2. All messagegt ever receved from other peers. Eachmes-
sageis a nite setof rules. (In this paper we will not make
useof the setof messagesentby a peer)

3. Its releasgpolicies containingrulesaboutreleaseredicates.

4. Its hints for ®nding proofs containingrulesaboutthe ™ nd'
metapredicate.

5. Its exposurepolicies which actasa re wall to restrictin-
coming and outgoinginformation. To consere space,we
will notdiscussexposurepoliciesin this paper

DEFINITION1 (KB). APeerAccesglobalKBP containsone
local KB for ead peer:
P=f(GPj)ii2Ng

whee P; is peerj'slocal KB, i.e., the setof all messgesit has
receivedandits base releaseandproofhint policies;andN isthe
setof all peernamesn thelanguaye.

Wewill omit“global” and“local” whenreferringto aKB, when
thecontet is clear



Figure 1: PeerAccessrchitecture and KB structur e. Unidir ectional arr ows indicate information pushedfr om one peerto another.

Bidir ectional arr ows indicate queriesand responses.

3. BASE POLICIES

Intuitively, the directly signedfact“Alice signs ” in Bob's KB
meansthat Alice hasassertedn a non-repudiablenannerthat
holds at Alice—e.g., Alice hasdigitally signed andsentout a
messagavhosecontentshave eventually madetheir way to Boh
Thelogically signedfact“Alice Isigns " in Bob's KB meanghat
Bob hasnonrepudiablevidencethat leadsto the conclusionthat
Alice would bewilling to digitally sign , if shavn this evidence.
Themeaningof directly andlogically signedrulesis similar: Alice
sendsherdirectly signedrule to Bob to corvince him thatthelogi-
cally signedcounterparbf therule (createdby replacing‘signs” by
“Isigns” in therule head istrueat Alice. We assumehatwheneer
Alice wantsto senda messagé¢o Bob, shesucceedin sendingthe
messageBobrecevesit successfullyandBobis ableto verify that
its contentshave not beentamperedvith andwereactuallysigned
by their reputedsigners.

We presenthe formal semanticgor signsandlsignsin Section
5; for the moment,it sufces to explain the threemajor character
istics of signsandlsignsthatmusthold in every KB interpretation
atevery peer:

1. If adirectly signedruleis true at a peerAlice, thenits logi-
cally signedcounterparts alsotrueat Alice.

2. If factsf, throughf, andthe logically signedrule f
fin A f n areall trueatapeerAlice, thenf is alsotrue
atAlice.

3. If arulelogically signedby Alice is trueatAlice, thensois
its directly signedcounterpart.

Beforeary peerhassentout ary messagewe requirethateach
local KB containonly self-signedstatementsThis ensureghatif
Alice's KB eventuallycontainsa factdirectly signedby Bob, then
Bob's KB doesalso.

Our running example modelsthe behaior of the Community
Authorization Service (CAS) [19] under several different possi-
ble trust assumptions.CAS is a third-party authorizationservice
that simpli es the taskof makinga resourceavailable on a high-
performancecomputinggrid, by of oading authorizationreason-
ing from theresourcenanageto CAS. For example,considerthe
shale table, an earthquak simulationdevice thatis managedoy
Bob, underthefollowing possiblescenarios.

Examplela. In this example,Bob owns andbrokersall access
to the shale table,andmakesanddirectly signshis own authoriza-
tion decisions.In particular Alice will be ableto accesghe shale
tableif “Bob signsauth(shaktable,Alice)” is true at Boh. Bob
may storea list of authorizedusers/groupsnternally, or he may
delggatehis reasoningo CAS asfollows:

Bob:
Boblsignsauth(shaktable X)  CAS signsauth(sha&table X )

Bob's basepolicy saysthathe will give Alice accessf he hasa
statementlirectly signedby CAS, sayingthatAlice is authorized.
If Bob's KB interpretationsatis es “Bob Isigns auth(shaktable,
Alice)”, thenit alsosatis es“Bob signsauth(sha&table Alice)”.

Example2a. LetuschangeBob'sKB by oneletter:

Bob:

Boblsignsauth(shaktable X)  CASIsignsauth(shaktable X )

Now Bob wantsa logical signatureon CAS's proof of authoriza-
tion, ratherthanrequiring a direct signaturefrom CAS. In other

The exampleswill only be fully meaningfulto the readerafter
we have presentedhe PeerAcces$ormal semantics.Corversely
theformal semanticswill bevery hardto follow unlessthe reader
hasan intuition aboutwhat PeerAccesss trying to accomplish.
We resol\e this impasseby presentingimple examplesbeforethe
semantics.



words, Bob is now askingfor a proof that would corvince CAS
thatAlice is authorizedo accessheshale table. The piecesof the
proof neednot comedirectly from CAS. For example,for greater
protectionagainsattack,CAS couldpre-sigrits authorization-related
rulesandfactsoff line, andpushthemto arepositoryCAS-DB that
doesnot have accesgo CAS's privatekeys. ThenCAS-DB'sbase
policiesandreceived messagesanbeasfollows:

CAS-DB:
CAS signsauth(shaktable X )
CAS signsauthgroup(shaktable,G) » CAS signsmemberG, X))
CAS signsauthgroup(shadtable earthquak)
CAS signsmember(earthquakAlice)

To corvince Bob that Alice canaccesghe shale table, it sufces
to sendBob a messageontainingCAS-DB's rule andfacts.Once
Bob receves this messagend incorporatests contentsinto his
KB, thethreeprinciplesoutlinedearlierguaranteghat CAS Isigns
auth(shaktable Alice) is trueat Boh.

Example3a. If thebodyof CAS-DB'srule uses Isigns'instead
of “signs',thenwe have thepossibilitythattheproofof groupmem-
bershipis de ned by otherrules:

CAS-DB:
CAS signsauth(shaktable X )
CAS Isignsauthgroup(shadtable,G) » CASIsignsmemberG, X)
CAS signsmemberG, X)
O IsignsmemberG, X ) CASlsignsownerG, O)
CAS signsauthgroupR, G)
O IsignsauthgroupR, G) » CASlIsignsowner®, O)

Here CAS is not responsiblefor maintainingthe lists of current
groupmemberr authorizedyroups.Insteadthis taskis delegated
to the ownersof eachgroupandresource . The groupownersmay

have cachedtheir signedgroup membershidists at CAS-DB, or

may providethemondemando CAS-DBor to thegroupmembers,
asdiscussedater

4. RELEASE POLICIES

In PeerAccesgeersexchangdanformationby sendingmessages
to oneanother Every factandrule thata peerAlice sendsoutin
a messagenustbe true at Alice and mustalso be releasable A
releasepolicy signedby peerP givesthe conditionsunderwhich
P thinksthatit is permissiblefor a factor rule to be sentin a
messagdrom peerS to peerR. In this paper we will consider
releasepoliciesover the sreleasdsticky-releasepredicatewhich
take thefollowing form, andits logically signedcounterpart:
f1 A A fn ’

P signssreleasé ; S;R)

whereP, S, andR arepeernamesor variables; is atermover
the releasepolicy language(e.g., a baserule or a proof hint (de-
ned later)); andf; throughf, arefacts,withn 0. Intuitively,
sreleassemanticstipulatethata peerAlice cansendpeerCarlaa
factorrule directlysignedby Bobif (1) istrueatAlice, and(2)
“Bob Isignssrelease(, Alice, Carla)”, “Carla = Alice”, or “Carla
= Bob” is true at Alice. In otherwords, Alice canonly sendout
a formula signedby Bob if sheis sendingit to herselfor to Bob,
or shecanprove thatBob thinksthatit is okay for herto sendthe
messageut. Further Alice canonly sendout factsandrulesthat
shebelievesto betrue.

The sreleaseoliciesare sticky: the signerof a particularpiece
of informationretainscontrolover its future disseminatiorio other

peers.(Of coursea maliciouspeercanchooseto violate the con-

ditions in a sticky policy, if it is not afraid of the potentiallegal

and social rami cations of doing so.) Sticky policies are desir

able and even legally mandatedn mary situations,but other sit-

uationsmay requirea gracefulapproachto declassi cationof in-

formation,or even strongercontrol over the useof releasednfor-

mation(e.g.,controloverthe disseminatiorof conclusiongeached
by using that information). In the PeerAcces$ramevork, addi-

tional releasepredicatescanbe de ned to t the needsof a par

ticular setof peers,ncludinglimited forms of declassi cationand
the ability to spreadrumors(Isignedand unsignedformulas)and
lies (formulasnot truelocally). For example,adirectbut unsigned
communication“auth(Alice, shaletable)” from CAS might con-

vince Bob that “CAS Isigns auth(Alice, shaletable)”is true, but

CAS could repudiatesucha statementand Bob would be unable
to useCAS's messagéo corvince a third party that“CAS Isigns
auth(Alice, shaletable)”is true. While thesevariationsareinter

estingin their own right, in this paperwe con ne our attentionto

thereleaseof directly signedrules.

Thethreeprinciplesgiven earlierregardingthe meaningof sig-
natureson basefactsandrulesalsoapply directly to releasefacts
andrules. We alsohave two additionalprinciplesto governthere-
leaseof sreleasgolicies. In general releasepoliciesmay contain
sensitve informationandshouldnot be indiscriminatelyreleased.
We do not allow the userto de ne explicit KB policiesgoverning
thereleasabilityof sreleas@olicies,becausasreleasés intendedo
be so simpleto usethat peerswill never have to de ne suchpoli-
cies. Instead,the releasabilityof sreleasdormulasis de ned by
two principles,whichwill beformalizedlateron. Oversimplifying
slightly, the rst principle allows Alice to sendCarlaan srelease
rule thatis directly signedby Bobif is trueatAlice and 's
headis of theform “Bob signssrelease(, Carla,-)", where is di-
rectlysignedcby Bob. Theintuitionis thatif Bobauthorize<Carlato
disseminate pieceof information,Bob shouldallow Carlato nd
outthatsheis authorizedo disseminatéheinformation.A second
principle helpswith longerdisseminatiorchains: David cansend

toAlice if istrueatDavid, 'sheadhastheform givenabore,
andDavid knows thatAlice cansend to Carla.

WhenapeerAlice recevesamessageshecheckgo seewhether
her exposurepolicies(not discussedn this paper)allow herto re-
ceive eachrule in the message Sheaddseachrecevabledirectly
signedruleto hersetof recevedmessageSaice , andsheaddsthe
logically signedcounterparof thatrule to the appropriatesection
of herknowledgebase.

Let usrevisit examplesl-3to seetheeffect of releaseolicies.

Examplelb. (Bob makesandsignshis own authorizatiordeci-
sionsfor the resourcehe owns.) For Bob to be ableto tell Alice
thatsheis authorizedBob canuserulesof theform:

Bob:
BobIsignssrelease(BokignsauthX , Y), Bob,Y)
BobIsignssrelease(BobignsauthX, Y), Y, X)

Bob's rst releasefact saysthat he will releasean authorization
decisionto the principal who is authorizedby thatdecision. This
allows Bob to tell Alice thatsheis authorizedio accesghe shale
table. However, this may not be enoughfor Alice to beableto use
that authorizatione.g.,if shehasto presenthat authorizatiornto
the shale table herself. To do so, Alice mustknow that Bob says
thatit is okay for herto releasehis authorizationdecisionto the
shale table. Bob's secondreleasegfact accomplisheshis goal. By
the principlesgivenabove, Bob cansenda directly signedversion
of hissecondeleasdactto Alice. If hesendsherhisauthorization



decisionandthereleasepolicy, herKB will contain:

Alice:
Bob signsauth(shaktable Alice)
Bob signssrelease(BobkignsauthX , Y), Y, X)

At this point, Alice canaccessheshale tableby sendingt “Bob
signsauth(shaktable,Alice)”, becausehatformulais satis edin
herinterpretatiorand“Bob Isignsrelease(auth(shatable Alice),
Alice, shaletable)”is also.

While Bob's proposedeleasaulesareagoodstart,they arein-
sufcient for useon the computationafgridsthat CAS is designed
for. The problemis thaton thosegrids, Alice delegatesherauthor
ity to asubjobwhichin turn delegatests authorityto asubjob,and
soon, until eventuallya subjobaccessethe shale table. Therules
given above only allow Alice to give her decisiondirectly to one
party, who cannotreleasadt further To allow Alice to releasehe
authorizationto someoneavho couldin turn releaseit again,Bob
canaddthefollowing rule to his releasepolicies:

BobIsignssrelease(BokignsauthX, Y), Z,W) Z 6 Bob

The principlesoutlinedearlierimply thatBob canreleasehis new

releasepolicy to anyone. If the policy is too generousor Bob's

tasteshe could addrestrictionson the recipientW to the body of

therule, e.g.,W mustbe a memberof NeesGrida friend of Bob,

aproxy of Alice, etc. He couldevenrequirethathe himselfcertify

the propertyin question,e.g.,Bob Isigns member(NeesGridyV ).

Any suchrestrictionsin the policy will alsolimit the setof peers
thatBob candisclosethe policy to.

Oneweaknesof this versionof Bob's releasepoliciesis that
he doesnot allow Alice to imposeher own additionalcontrolson
who is allowed to see“Bob signsauth(shaktable,Alice)”. If the
shale table were a sensitve resource Alice might not want her
authorizationto be releasedo just aryone. To x this problem,
Bob canreplacehis third releasepolicy by thefollowing:

Bob:
Bobsignssrelease(BokignsauthX , Y), Z, W)
Z 6 Bob” Y IsignscondRelease(Bosignsauth(X , Y), Z; W)

HereBob's original sreleaseondition,Z 6 Bob, hasbeenaug-
mentedwith a secondconditionthat saysthat the authorizedprin-
cipal (e.g.,Alice) mustalsoagreethat Bob's statementanbere-
leasedfrom peerZ to peerW. With this additionalrestriction,
“Bob signsauth(shaktable,Alice)” canonly be sentto additional
peerswvhenboth Bob andAlice agreethatit canbesent.

Eventhis new versionof Bob's releasepoliciesmight not satisfy
Alice, who might wish to unilaterallyimposeadditional release
constraintsof her own on the information from Bob that passes
throughher hands.For example,if Bob is a child andAlice is his
mother Bob might be willing to passhis own information on to
aryone. To protectherfamily's privacgy, however, Alice maywish
to limit the further disclosureof Bob's information,at leastin the
casewherethatinformationhaspassedhroughher hands. Peers
canimposesuchcontrolsif we emplg/ a releasepredicatewith
morerestrictve semanticshansrelease.

Let usnow loosentherestrictionthatBob makeshis own autho-
rizationdecisionsandhave Bob delegatepartof thattaskto CAS.
To accomplistthis, we addtwo additionalrulesto Bob's KB:

Bob:
BobIsignsauth(shaktable X)  CAS signsauth(sha&table X )
Bob Isignssrelease(Bokignsauth(shak&table X )
CAS signsauth(sha&table X ), Z, W)

Bob publicly declareghat he relieson CAS for his authorization
decisions. His rst releasepolicy allows him to sendhis rule to
Alice whenshewantsto accesghe shale table. WhenAlice ob-
tainsreleasablevidencefrom CASthatsheis authorizedo access
the shale table (i.e, “CAS signsauth(shaktable, Alice)”, along
with “CAS signssreleas€¢CAS signsauth(R; X );Y;Z)"), shecan
presenthefact“CAS signsauth(shak&table Alice)” to Bob along
with his delegationrule. (Shecanpresenthe rule to him because
hesignedit. So,shecansendtherule backto Bob eventhoughhe
doesnotsendhera copy of his releasepolicy for therule.) CAS's
factandBob's rule togetherimply thatBob Isignsauth(shaktable,
Alice), soBob shouldbecorvincedthatAlice canaccessheshale
table. At this point, “Bob Isignsauth(shaktable Alice)” is true at
Bob, from which it follows that “Bob signsauth(shaktable,Al-
ice)” is alsotrue at Bob. Further Bob's original releasepolicy
shaws that the authorization‘Bob signsauth(shaktable,Alice)”
canbereleasedo Alice. Bob canalsosendAlice his conditional
releaseule, whichlets Alice do anything shelikeswith theautho-
rizationthathegivesher.

Example2b. In this case,CAS hasdelegatedits authorization
tasksto CAS-DB, and Bob wantsto seea proof from CAS that
Alice canaccessheshale table:

Bob:
Boblsignsauth(shaktable X)  CASIsignsauth(shaktable X )
Bob Isignssrelease(Bobignsauth(sha&table X )
CAS Isignsauth(shaktable X ), Y, Z)
CAS-DB:
CAS signsauth(shaktable X )
CAS signsauthgroup(shakable,G) » CAS signsmemberG, X))
CAS signsauthgroup(shadtable earthquak)
CAS signsmember(earthquakAlice)

If we adoptthe sameapproacho releaseulesasin Examplelb,
thenCAS-DBwouldhavethereleasgolicy “CAS signssrelease(CAS
signsauthR; X );Y; Z)". Thisis not helpful, asCAS-DB cannot
derive ary factsof theform “CAS signsauthR, X )”; CAS-DBcan
only derivelogically signedauthorizationsCAS needgo authorize
CAS-DBto releasall the detailsof theproof, sothat CAS-DB can
corvince othersthatit is faithfully mirroring CAS's reasoning:

CAS-DB:
CAS signssrelease(CA%ignsauth(sha&table X)  CASsigns
authgroup(shakable,G) * CAS signsmemberG; X );Y;Z)
CAS signssrelease(CASignsauthgroupX ; G); Z; W)
CAS signssrelease(CASignsmemberG; Y); Z; W)

For brevity, we have setup thesethreereleasepoliciesso that ev-
erythingis publicly releasable.In practice, CAS would probably
preferto belesstrustingof CAS-DB, andonly authorizeCAS-DB
to releaseAlice's membershipcredentialto Alice, while still al-
lowing Alice to releaset to aryone shechooses.Similarly, CAS
might chooseto limit the initial releaseof authgroup(shakable,
earthquak) to membersf the earthquak group. CAS couldalso
limit the initial releaseof its delegationrule sothat CAS-DB can
only giveit to authorizedshale tableusersjf desired.We will not
write outthesemorerestrictve ruleshere becaus&xamplelb has
alreadyshavn how to write suchpolicies.

To corvince BobthatAlice canaccessheshaletable,it sufces
for Alice to sendBob a messageontainingCAS-DB's baserule
andbasefacts from whichit followsthatCASlsignsauth(shaktable,
Alice). Alice doesnot needto sendreleasepoliciesfor CAS-DB's
rulesandfacts,becaus@obdoesnotreleasehemfurther Because



Bob directly signshis own conclusionshe cansendout that con-
clusionregardlesof thesticky policieson theinformationheused
to reachthatconclusion.

Example3b. In thisexample CAS doesnot maintainthelists of
currentgroupmembers.CAS-DB hasthethreebaserulesde ned
earlier asprinklingof cachedracts,andreleasepoliciesfrom CAS
authorizingpublic disseminatiorof therules:

CAS-DB:
CAS signsauth(shaktable X )
CAS Isignsauthgroup(shadtable,G) » CASIsignsmemberG, X)
CAS signsmemberG, X)
O IsignsmemberG, X ) CASlsignsownerG, O)
CAS signsauthgroupR, G)
O IsignsauthgroupR, G) » CASlIsignsownerR, O)
CAS signsowner(earthquak earthquakOwner)
CAS signsowner(shaktable Bob)
earthquakOwnersignsmember(earthquakAlice)
Bob signsauthgroup(shaitable earthquak)
CAS signssrelease(CASignsauth(shaktable X)  CASlsigns
authgroup(shakable,G) * CASIsignsmemberG, X),Y, Z)
CAS signssrelease(CASignsmemberG, X))
O IsignsmemberG, X ) A CASlsignsowner@G, O), Y, Z)
CAS signssrelease(CASignsauthgroupR, G)
O IsignsauthgroupR, G) * CASlIsignsowner®R, 0), Y, Z)

To corvince Bob that shecanaccesghe shale table, Alice will
needto cornvincehimthatCASIsignsauth(shak&table Alice). From
CAS-DB'sfactsandrules,it followsthat“CAS Isignsauth(shak&table,
Alice)” is true at CAS-DB. However, CAS-DB canonly senddi-

rectly signedatomsandrulesin messagesand“CAS signsauth(shaktable,

Alice)” is nottrueat CAS-DB. Thus,if CAS-DB wantsto be help-
ful, it mustgive Alice a setof atomsandrulesfrom which it fol-
lows that CAS Isignsauth(shaktable Alice). Thereleaseoolicies
givenabove authorizeCAS-DB to releaseall relevantinformation
except “earthquakOwnersignsmember(earthquak Alice)” and
“Bob signsauthgroup(shakable,earthquak)”. To releasethese
atoms,“earthquakOwnerlsigns srelease(earthqua®wnersigns
member(earthquakAlice), CAS-DB, Alice)” and“Bob Isignssre-
lease(Bolsignsauthgroup(shaitable,earthquak), CAS-DB, Al-
ice)” mustbe true at CAS-DB. Further for Alice to malke useof
theinformationCAS-DB givesher, shemustbeableto releasét as
well. This needimpliesthat CAS-DB shouldhave cachedrelease
policiesfrom earthquakOwnerandBob, becausé will needthese
policiesevery time it recevesa queryaboutaccessandit will re-
ceive suchqueriesconstantly If for somereasorsuchpoliciesare
not alreadycachedat CAS-DB, CAS-DB canqueryfor themau-
tomatically using the proof hints mechanisndescribedn section
7. Thesameis true of thereleasepoliciesthat Alice will needfor
thosesameatoms.

The PeerAccessramevork can be instantiatedwith a release
predicatedifferentfrom sreleasaf CAS shouldhave the author
ity to overridethe wishesof the groupandresourceownerin re-
leasinggroup membershigdists andlists of authorizedgroups,or
if CAS-DB'sreleaseof “O signsauthgroupR, G)” shouldrequire
thepermissiorof R'sowneraswell asO.

5. PEERACCESSSEMANTICS

DEFINITION 2 (POSSIBLE WORLD). A possibleworld W is
a setof logically signedground facts that satis es the Herbrand
domainassumptioni.e.,,“X = X" 2 W for everygroundchoice

of X,and“X 6 Y" 2 W for everypair of distinctchoicesof X
andY.

The fact “CAS Isigns srelease(CASignsauth(X, Y), Alice,
Bob)” is notground:variablesandmetaariablescannotccurary-
wherein agroundformulaor in a possibleworld.

DEFINITION 3 (INTERPRETATION). APeerAccesmterpreta-
tion| is asetcontainingonelocal interpretationfor eac peeri.e.,
I =f(;1;)jj 2 Ng. Peerj'sinterpretationis I; = (W;;Sj),
whereW; is asetof possiblevorldsandsS; is a setof rulesdirectly
signedby otherpees.

W; is a setof possibleworlds becausecorrectlocal reasoning
aboutauthorizationin an opensystemrequiresan openworld as-
sumptior?

We de ne thetruth of aformulain | asfollows, whereA is the
nameof anarbitrarypeer:

DEFINITION4 (F, MODEL).

1.1 Fa , for alogically signedgroundrule of the form
f fin AN fm, iff for eadr world W in Wa, either
f 2 W or forsomel | m, f; 62W.

2.1 Fa ,for alogically signednon-goundrule , iff for
everygroundinstance %of ,1 Fa °©

3.1 Fa ,foradirectlysignedrule , iff bothofthefollowing

hold:

2 Sp iff

| Ea % whee Cisthelogically signedcounterpart
of .

is directlysignedby A ;

4.1 ga ,foraset
this case we saythat| is a model of
in la.

ofrules,iffforall 2 ,1 Fa .In
atA and istrue

5.1 F P, for aglobalKB P, iff for all pees A 2 N, | Fa
Pa . Inthiscasewesaythat! isamodelof P andP istrue
inl.

The precedingde nition of an interpretationholds for ary in-
stantiationof the PeerAccesframeawork. For this papers instanti-
ation, eachinterpretatiormustalsosatisfythreerequirementshat
arespeci c to the sreleas@redicate.In the statementsf thesere-
quirementsA andB arearbitrarypeersC, D, andE arearbitrary
peersor variables; is aruledirectly signedby B ; andf; through
fn arearbitraryfacts,withn 0. Notethatthetruth of ansrelease
rule doesnot dependon whethertheformulato bereleaseds true
or false.

2With aclosedworld assumptionwe couldhave thefollowing sce-
nario: A university U delegatesall responsibilityto its registrarR
for determiningwhois astudent:“U Isignsstudent) RIsigns
studentX )”. U doesnot maintainary lists of studentdtself. Un-
deraclosedworld assumption’U Isignsstudent(Alice) U Isigns
student(Bob)'is trueat U, becauséJ doesnot know thatBobis a
student.If U signsandsendghis truerule to Alice, andAlice ob-
tains proof that Bob is a student,then Alice will have a proof of
U Isignsstudent(Alice),which U never intended. An openworld
assumptiorpreventsthis rule from ever beingtrueat U (becauséJ
haspossibleworldswhereBob is a student)therebypreventingits
disseminatiorin messages.



1. (A peercansendary directly signedrule to itself or to the
rule'ssigner) If | Ea , where is directly signedby B,
thenl Fa B Isignssrelease( A; B) andl Fa B Isigns
srelease( A; A). The former conditionguaranteeshat B
cannotrepudiatea proof provided by A, by claimingthathe
doesnothave . Thelatterconditionavoidscertainawkward
theoreticakituations.

2. (If Bob authorizesCarlato disseminate pieceof informa-
tion undercertainconditions Bob shouldallow Carlato nd
out that sheis authorizedio do so.) Recallthat we prohib-
ited the userfrom writing sreleaseulesfor sreleaseules,
becauseahey arehardto write andunderstandpur intentis
thatsuchrulesshouldbe generatecutomaticallyusingthis
principleandtheonethatfollows. If | Fa ,where isof
theform“B Isignssrelease(; C; D) fir A", then
| Fa B Isignssrelease( A; C). HereAlice is allowedto
releaseBob's releaserule to Carla,because authorizes
Carlato releasenformationundercertainconditions.

3. (If BobauthorizesCarlato releasea pieceof informationto
Doug,andBob alsoauthorizeDougto releasét to Edward,
thenCarlais allowedto know thatDougcanreleasehisinfo
to Edward, and the releasepolicy itself can be forwarded
from Carlato Doug.)If | A B Isignssrelease( C;D)
fi~  ~fyandl Ea ,where isoftheform“B Isigns
srelease( D;E) fi N fn” thenl Ea B Isigns
srelease(; A; C).

Onecanview the evolution of a global KB over time asbeing
representedy a sequencd *;12;:::, whereeachevolution step
corresponddo a set of messagedeing sentin parallel between
peers.Eachsuchmessageanaddformulasto thelocal KBs, but
the contentsof the local KBs are boundedabove: thereareonly
somary new messagethat canbe sent. As aresult,for eachle-
galinitial global KB thereis exactly one canonicalmode| written
P, whichiis theinterpretatiorrepresentinghe maximalattainable
stateof knowledgeacrossall peers.(In this paperwe do not allow
peersto deleteformulasfrom their KBs, or to insertformulasother
thanthosethatarrive in messages.EachKB alsohasoneunique
isolatedmode| written P, which representgachpeers'maximal
local knowledge beforereceving ary messagdrom others. The
following de nitions presenfundamentabperation®n interpreta-
tions,alongwith theoremsandproofsregardingtheir properties.

DEFINITION5 (UNION OPERATOR ). Fortwointerpretations

| andl ®andpeerA, wede ne
la 12 = (Wa[ WR); (Sa\ SR))

I 1°=f(B;ls 13)jB2Ng:

ProPOSITION 1 (MODEL CLOSURE UNDER UNION). The
union! 1 9ofanytwo modelsof P is still a modelof P.

Proof. Letl andl °betwo of P'smodels,and beary rulein Pa .
It immediatelyfollowsthat is truein both! andl °. Considerthe
following cases.

1. If is agroundlogically signedrule, then is satis edin
every possibleworld in Wa andin W2 thus s satis ed
in every possibleworld in Wa [ W_2; therefore is truein
I 1%tA.

2. Consequentlyif
instancewill betruein |
atA.

is a logically signedrule, all its ground
[%atA;thus istrueinl 1°

3. If is adirectly signedrule, its logically signedversionis
truein |  1%atA;if is notself-signedthenit is alsoin
bothSa andSy, whichmeans 2 S \ S2; therefore is
trueinl I%atA.

We concludethat! 1 °is amodelfor P.

DEFINITION6 (INTERSECTION OPERATOR ). For two in-
terpretationsl and| °andpeerA, wede ne

la 12 = (Wa\ WR); (Sal S)
andfurtherde ne
I 1°=f(B;lg 13)jB2Ng:

PROPOSITION 2 (MODEL CLOSURE UNDER INTERSECTION).
Theintersectionl | ° of anytwo modelsof P is still a modelof
P.

This propositioncanbe proved usingtheargumentsn the proof of
thepreviousproposition.

DEFINITION7 ( RELATION). Fortwointerpretations and
I %andan arbitrary peerA, wede ne

iff (Wa W2)andSa S3):
I%iffforall B 2 N;lg

0
|A IA

Thenwede nell
upper bound for | .

13:Wecalll%an

Therelation isre exive,transitve,andanti-symmetrichence
it is a partialorderon interpretations As exampleswe have (|
19 1,andl (I 19. Thepartialorderhasamaximalelement
I, in whicheachpeerhasno possiblevorldsanda setcontaining
all directly signednon-self-signedules. We furtherde ne | 10
iffl 1%ndl & 1°

DEFINITION 8 (ISOLATED MODEL). Theunionofall models
of KB P is its isolatedmodel,writtenP..

The isolatedmodelre ects the viewpoint of eachpeer consid-
eringonly thatpeers local knowledge. A peers local reasonings
performedwith respecto its portionof anisolatedmodel.

DEFINITION9 (RELEASABILITY). Arule directly signed
by peerB is releasabldrompeerA to C in interpretation| iff
istrueatla andl Fa B Isignssrelease( A; C).

DEFINITION 10 (STABILIZED INTERPRETATION). An inter-

pretation| is stabilizediff for all pees A, B, andC andall rules
thatare directlysignedby B, if isreleasabldromA to C, then
istruein | atC.

Intuitively speakinggevery interestingnessagéasalreadybeen
sentin a stabilizedinterpretation.

DEFINITION 11 (MESSAGES). Wede neglobal local, (max-
imum) legal, andnew messgesasfollows:

1. AglobalmessgeM = f(A;Ma) j A 2 Ng, wheeMa
is a nite setof directlysignedrules. Arulem in M4 isa
local messge for peerA. We omit theterms“global” and
“local” whentheintentis clearfromthe context.

2. M isanen messgefor interpretationl iff there existsa peer
A andrule 2 Ma,sudithatl 6ja



3. M is alegal messge for interpretation| iff for all pees A
andall rules 2 Ma, there existsa peerB sud that is
releasablen | fromB to A.

4. M is the maximumlegal messge for | iff for every legal
messge M °for | andfor all pees A,M2 Ma.

A globalmessagés alsoa PeerAcces&B.

DEFINITION 12 (TRANSITION AND SUCCESSORS). Wede ne
immediatesuccessorelation) (leadsto), transition sequence
fairnessandeagernessasfollows.

1. Interpretation | % is an immediatesuccessonf | , denoted
I ) 19 iff there existsa legal messge M for | sud that
(I M) = 1% In this case we say| leadsto | ° by mes-
sage M , andM sendsm to 1 °at A whenm 2 M4 . 1%isa
non-trivial successoof | if M isanew messgefor | .

2. A sequencd q;l»;::: of interpretationsis a transition se-
quencaffll) 12)

3. A transitionsequencaes fair iff for eac choiceofj > 0,
eadt legal messge M! for I, every peer A, and every
rule m 2 M}, ther existsan interpretation|' in the se-
quencehatleadsto | '** by sendingegal messgeM ', and
m 2 M}. Theintuition is that every possiblelocal mes-
sage getssentduring the sequencewithin a nite numberof
transitions.

An interpretationcan have more than one immediatesuccessor
Notethatif I ) 1%thenl 1%

DEFINITION 13 (UPPER BOUND). LetSegbeanin nite se-
quenceof interpretationsl *;12;::: sudthatl * 12 ::o 1 is
an upperboundof Seqiffforall j, 1! 1.

PrRoOPOSITION 3 (UPPER BOUND UNION CLOSURE WITH ).
Ifl  1%andl I°thenl (1% 1P).

2. TheunionL  L°of two upperboundsfor aninterpretation
sequencé&eqis still anupperboundfor Seq.

Proof. (Part1) Let W, W?, andW" bethe correspondingetsof
possibleworlds and let S, S?, andS® be the correspondingsets

of directly signedformulas. For all choicesof peersA, | |2
and| [®imply thatW ~ W2 andW  W?P; thuswW
(W[ WP). WeobtainS  (S?\ SP) similarly, andconclude

thatl (12 1P). (Part2) Thedesiredresultfollows by applying
Part 1 to all interpretationsn the sequence.

DEFINITION 14 (FIXPOINT). LetSeqgbeanin nite sequence

of interpretationsl *;12;::: sudhthat!® 12 ::: Theunion
I of all upperboundsfor Seqis Seqd's xpoint.
For every upperboundl for Seq, | | . NotethatSeqdoesnot

necessarilyncludethe xpoint.
Let Seqbeanin nite transitionsequenc®;1;12;:::. Wesay
thatSeqis atransitionsequencéor P.

DEFINITION 15 (CANONICAL MODEL). P'scanonicaimodel,
written P, is theintersectionof the xpoints of all thetransitionse-
guencedor P.

THEOREM 1 (PEERACCESS CONFLUENCE THEOREM). For
ead in nite transitionsequenc&eqfor P andits xpoint | , we
have:

1.1 P.

2. | = P iff Seqis afair transitionsequence

Proof. (Part 1.) By de nition, P is the intersectionof | and
othersthusl  P.

(Part2.) Represenary two of thesefair sequencek andF as
E'=P,E? ..,andF'= P,F? ...

Let m be a memberof the setof directly signedformulasin
sequenceéE’'s xpoint E atpeerA. Thenm hasto bein some
E''s setof directly signedformulasat A. Otherwise we canhave
anupperboundE* that hasthe samepossibleworlds and setof
directly signedformulasasE , exceptthatm is notin E* 's set
of directly signedformulasat A. In thatcaseE * E , which
contradictsthe factthatE is the xpoint. Sowe canassumem

rst appearsn E atE' andis sentfromB atE' 1.

Letthetuple(x, P, A), calleda messge delivery, representhe
factthatthatpeerP sentalocalmessage to A attransitionE' 2.
Let S be anemptystack,andpush(m, B, A) onto S. Thenfor
eachpeerP thatsentB amessageuringstageE' 2, pushatuple
(x, P, B) ontothe stack.Repeathe procesdor eachmessagéhat
apeerP’sentto P orB atstageE' 3. Continuetheprocessack
through eachstage,pushingmessagesentby (potentially more
and more) peers,until all relevant message$rom the rst stage
have beenpushed.

The resulting stackshavs how m cameto be deliveredto A.
Eachmessagén thestackis legal (releasableif all messageabore
it in the stackhave alreadybeensent. If we pop messagesff the
stackoneby one,we geta nite sequencef legal messageleliv-
eries,(m?, B, A1), (m?, B2, A?),:::, (m, B, A.) Becausd~1
equalsE 1, m* mustbe releasablaat F* from A to B!. Under
the fairnessassumptionthis legal messagenustbe sentat some
pointin F; sayit happenstF " . After thatpoint, m? is releasable
from A? to B2, andthesameamgumentasusedfor m* impliesthat
m? is eventuallysentin F. Repeatinghis agumentwe nd that
eventuallym is sentin F ; saythishappensn F* atA. Thenm is
alsoin F atA, asotherwisewe would have a xpoint F* F .
We concludethatE andF have thesamesetsof directly signed
formulas.

E andF startwith the samesetof possibleworlds at A, and
every time a messagés receved at A, the eliminationof possible
worlds (by intersectingwith all possibleworldsimplied by there-
ceived messageat A) is determinedy the setof messageim A.
If a possibleworld w is in E?! atA, butnotin E atA, thenit
mustbe eliminatedfrom someE' at A becausef a messagen
recevedby E' atA. As we have proved, m alsogetsdeliveredto
someF’, which eliminatesw from F! atA andall F!'s succes-
sors.Thusw isnotin F atA either WeconcludethatE = F |
which meanghatall of P 'sfair transitionsequencebave thesame
xpoint, writtenF .

We canusethe sameargumentgo shav thateverylocalmessage
sentto A in anunfair transitionsequencés alsopresenin the set
of directly signedformulasat A in the xpoint of afair transition
sequencehut notthe otherway around.Thusary unfair transition
sequence xpoint F® F,whichmeanss F%= F. AsP
is de ned asthe union of all transitionsequences'xpoints, we
concludethatP = F.

For the otherdirection,we have alreadyproved thatfor ary un-
fair sequencéor P andresulting xpoint F% wehare F® P. It
follows thatif a sequence' xpoint is P, thenthis sequencenust
beafair sequence.



6. PROOF THEORY

We now turnour attentionfrom whatis truein theinterpretations
of PeerAccesknowledgebasego whatis provable

DEFINITION 16 ((LocAL) DERIVATION). Wehavethefollow-
ing local derivationrulesto derive new informationinsidea par-
ticular peerA'skKB, Pa:

Instantiation. Froma logically signedrule in Pa, derive

aninstanceof

Modus ponens. From the logically signedrule f fin
"N fm andfactsf 1 throughf r, , derivef .

Signature. Froma rule logically signedby A, deriveits di-
rectly signedcounterpart.

Self-release Fromarule directlysignedby B, derive* B
Isignssrelease( A; B)” and“ B Isignssrelease( A; A)".

srelease-1Fromarule oftheform® B Isignssrelease(; C;D)

fin N fn", derive” B Isignssrelease( A; C)”, whee
B, C,andD arearbitrary pees.

srelease-2Fromarule of theform* B Isignssrelease( C;D)
fin N fp” andarule  of the form “B Isigns

srelease( D;E) fin N7, derive

“B Isignssrelease( ; A; C)", whee B, C, D, andE are

arbitrary pees.

sequencéor peerA if Pj\” canbeobtainedfromP); by applying
at mostonederivationrule, forall 1 i < n.

DEFINITION 17 ((GLOBAL) DERIVATION). ForpeesA and
B with KBsPa andPg respectivelywe havethefollowing global
derivationrule.

Message.From a set P of rules sud that for each
2 , isdirectly signedby somepeerC and*“ C Isigns
srelease(, A,B)" 2 Pa,derive inPg.

quencsf for all pees A andall 1 i < n, either(1) thesequence
Pa; P, isalocal derivationsequencéor A, or (2) P, canbe
obtainedfromPyg , for somepeerB , throughan applicationof the
messge derivationrule.

DEFINITION 18. AKB P derivesarule atpeerA, written
P a
that 2 PJ. ThenP?!;:::;P" isaprooffor atA. Whenonly
local derivationrulesare usedin this proof, wewrite Pa ~ a

Proofsthat useonly local derivations describethe accesson-
trol procesdrom a particularpeers point of view. Proofsthatuse
globalderivationsdescribevhatcouldhapperin thesystemsoare
usefulfor analyzingsafetyandliveness.We next aiguethateach
KB'slocal proofsaresoundandcompletédor theisolatedmodelP ;
andaccordingly so arethe global proofsfor the canonicaimodel
P.

THEOREM 2 (LOCAL SOUNDNESS). For anyKB P, rule
andpeerA,if Po “a ,thenP fFa

Proof. Whenonly thelocal derivationrulesareused,derivation
in PeerAccesbecomessimilar to derivation in an ordinarylogic
program. We prove its local soundnes$y arguing for the sound-
nessof eachderivationrule.

Instantiation. If alogically signedrule istruein P atA,
thenevery instanceof it is presenin every possibleworld of
P atA, soeveryinstanceof it is alsotruein P_atA.

Modus ponens.For everylogically signedrule of theform

f fin A o andfactsf throughf  , letf 2 through
f 2 becorrespondingroundinstancesFor everyworld w of

P atA, asall f{ throughf 2 arepresenin w, if f %is notin

w, thentherule is nottruein w, which is a contradiction.
We concludethatf ®isin w andf istruein P_atA.

Signature. If agroundrule logically signedby A is true
in P_at A, the modeltheoreticde nition of directly signed
rulestells usthat 'sdirectly signedcounterparts alsotrue
atA.

Release. The remaininglocal derivation rules are for the
sreleasgredicate andtheir soundnesfollows immediately
from themodeltheoreticconstrainton srelease.

Thus isalsotruein P_atA, andwe concludethatP

THEOREM 3 (LocAL COMPLETENESS). For anyKB P and
groundrule ,ifP Fa ,thenPa " a

Proof. SincepeerA hasa nite setof local rulesat eachpoint,
this completenesgesultcanbeshavn in the sameway asthecom-
pletenessesultsfor generalogic programswith the exceptionof
proofsregardingthe sreleasepredicate. For that predicate,each
point of its model-theoretiade nitions correspondglirectly to a
proof-theoreticounterpartsothecompletenessf reasoningbout
sreleaséollows immediatelyfrom thede nition of * .

THEOREM 4 (GLOBAL SOUNDNESS). For any KB P, peer
A,andrule ,ifP ~ o ,thenP Fa

Proof. We prove this theoremby induction on the numberof
stepsof the proof. If the proof hasone step,then 2 P, and
the theoremholds. Otherwise, assumehatit holdsfor all proofs
of lengthlessthann, andnow considerthe nth and nal stepin
deriving atpeerA.

1. Whena local derivation rule is usedto derive
Soundnes§ heoremtells us that
P P,weknow

, the Local
th istruein P atA. As
istruein P atA.

2. Whena global derivation rule is usedto derive , peerA
getsamessagen containing . In thiscaseP become$°
after the messages receved. Let M be a global message
with Ma = fmg, andwith the emptysetfor all otherlocal
messagesThenP® becomeP M afterM is receved,
andm istruein POatA. By theFixpoint Theoremwe know
thatP® P, som isalsotruein P atA.

By the inductionhypothesiswe concludethat the theoremholds

for proofsof all lengths.

THEOREM 5 (GLOBAL COMPLETENESS). ForanyKBP and
groundrule ,ifP Ea ,thenP °

Proof. Supposghat is truein thecanonicamodelP . Consider
afair transitionsequenc&eq = | L1200 with xpoint P; such
a sequencenustexist, because is groundandP is nite. Let]j
bethe rst pointin Seqin which istrueinl}. If j = 1, then
wehave intheinitial localinterpretatiorof P4 , andby theLocal
Completenes3heorem the currenttheoremfollows. Otherwise,
by the induction hypothesis et us assumethat for every rule



thatis true at somepeerB in 1%, for1  k < j, the theorem
holds;in otherwords,we have aproofof atB in the canonical
model. By the de nition of a transitionsequencea nite setof
rulesmusthave beensentto peerA in anew legalmessage;ausing
thetransitionfrom I! ! to1!. Considerary memben of this set
that was not alreadyin the setof directly signednon-self-signed
rulesin I’ !, RecallthatB canonly sendr to A if r is directly
sighedandreleasablej.e., r is true at B andeither A signedr,
A = B, or“C Isignssrelease( B;A)” istrueatB. In thecurrent
situation,A 6 B, because is notin thesetof directly signednon-
self-signedrulesin I’ 1. Similarly, A cannotbe the signerof r.
Thusit mustbethecasethat”C Isignssrelease( B ; A)” is trueat
B inl’ 1. Bytheinductionhypothesiswe have aproofforr atB
in the canonicaimodelof P. By theinductionhypothesisye also
have a proofin the canonicalmodelfor every ruler thatwastrue
atAinl) 1,

Considerthe setm of all new directly signednon-self-signed
rulesthatarrivedat A duringthe transitionbetweenl ! * andl /.
Giventhat istruein | butnotin |’ *, onepossibilityis that
isin m. In thatcase by theinductionhypothesiswe have a proof
of atB in thecanonicaimodel. By the messagelerivationrule,
we alsohave aproofof atA in thecanonicamodel.

Otherwise,we have 62m, so mustnot be directly signed
by anothempeer Considerthe KB K thatconsistwof theinitial KB
P, plus every legal nev messageentin the transitionsup to and
including the transitionto | ' . The Local Completenes3heorem
tellsusthatif istrueatA in theisolatedmodelof K , thenthere
isaproofof atA for K. mustbetruein theisolatedmodelof
K, becaus& capturesall the messagesentto ary peersincethe
rst transitionof the system.Further by theinductionhypothesis,
we have a proof of every formulathatis in K butis notin P. We
cantake theproofof in K, andextendit by prefacingit with the
proofsof all theformulasin K thatareusedin theproofof inthe
isolatedmodelof but arenotpresenin P (by thede nition of a
proof, this setof formulasmustbe nite), to createa proofof in
thecanonicaimodelof P .

7. HINTS FOR PROOFSAND QUERIES

The precedingsectionshave talked aboutwhatis true andprov-
ableat peerswithout consideringvhetherthe peersarewilling to
constructthe proofsor determinethe truths. If Alice needsto de-
terminewhether is true andis unableto do so on her own, in
someapplicationsAlice could ask every otherpeerin the system
for help. However, in the real world thereare typically so mary
peersthat Alice would not wantto take thetime to askall of them
for help, and mostpeerswould be unwilling to help her aryway.
Alice usesher proof hintsto restricther searchto peerswhereshe
hasa reasonablehanceof getting help. For this purpose,each
PeerAccespeers knovledge basecontainsa sectiondevoted to
proof hints,which aremetalevel factsandrulesthat suggestvhich
peersAlice shouldaskfor help asshetriesto determinewhether
certainatomsandrulesaretrue.

Eachproof hint takestheform “A signs nd (; B;C) fin

AN fn;” orits logically signedcounterpartwhereA is a peer
name,B andC arepeernamesor variables,” nd” is a metalevel
proof hint predicate, is arule, andfi throughf, arebaseor
proof hint facts. Intuitively, if a peerAlice is trying to prove
thehint “Bob signs nd( , Alice, Carla) f, # N fr” means
thatBob suggestshatAlice askCarlaabout , underconditionsf 1
throughf,. Much aswe disallonved sreleaseoliciesfor srelease
policies, we disallow proof hints for nding proof hints, because
the additionallayer of indirection addsno interestingexpressie
capabilityandcomplicatesxecutionatruntime.

Alice cande ne broker predicatesndusethemto describenow
to usethemto nd proofhints:

Alice:
Alice IsignsNeesGridBrkr(Dsid)
Alice IsignsNeesGridBrkr(Edith)
Alice Isigns nd( O Isignsauth, X)), Alice, B)

Alice IsignsNeesGridResourcR() * Alice IsignsNeesGridBrkrB)

TheseformulassaythatwhenAlice is trying to prove thatsheor
her proxy is authorizedo accessa NeesGridresourcesheshould
askone of the NeesGridbrokers for help, by sendingthe broker
herquery If Alice asksDavid whetherAlice canaccesghe shale
table(usingthequery?0 Isignsauth(shak&table Alice), asde ned
in thenext section) David couldin theoryrespondwith ayesor no
answer However, if David reallyis abroker, hewill notansweithe
querydirectly. InsteadDavid will give Alice anew proofhint, e.g.,
“David signs nd(Bob signsauth(shaktable Alice), Alice, Bob)”.

As anotherexample, for CAS-DB to ask resourceowners for
permissionto releaseatomsabouttheir authorizedgroups,CAS-
DB couldusethefollowing proof hint:

CAS-DBlsigns nd(
O signssreleasd) signsauthgroupR, G), CAS-DB, X ),
CAS-DB,0)
CASlsignsownerR, O)

If David sendsAlice a proof hint, thenthe proof hint musthave
beenreleasableThereleasabilityof proof hintsis determinecdex-
actly asfor basepredicatesandthe semanticandderivationrules
presentedn the previous sectionsremainunchangedthe truth of
a proof hint formula doesnot dependon whetherthe formulato
be provedis true or false. The impactof proof hintslies in their
effect on a peers run-timebehaior, which is a tunablefeatureof
the PeerAccesframewvork. For example,proof hints canbe used
to encodea moremodularversionof the credentialdiscovery type
systenof [18], asrulesthatsaythatif acredentials of typeissuer
traces-all,we shouldask by askingthe prospectie signerfor the
credentialjf it is of type subject-traces-allye shouldstartby ask-
ing the prospectie owner for it; andsoon. Whetherandhow a
peermalkesuseof proof hintsis governedby the event-condition-
actionrulesfor that peerin the PeerAccesd$ramework. For the
purpose®f this paper we will usea singlesuchrule for all peers:
whenAlice is unableto make headvay on determiningthetruth of
afact,shedoesnot give up until shehasasledfor helpby querying
eachpeerrecommendetby ary proof hint in herlocal knovledge
base.More precisely if Alice is trying to determinewhether is
trueandis unableto do sousingherlocal knowledgebase shewill
sendthequery? to eachpeerP suchthatP °Isigns nd( , Alice,
P) istrueatAlice, for any peerP®. In this paper Alice will notask
otherpeersfor additionalproof hintsfor  if the hintsthatshehas
do notleadto proofsof

In even the smallestexamples,proof hints of the form “Alice
Isigns nd(P Isigns , Alice, P)", where is a metaariable,
would causeAlice to issuea huge numberof querieswhenaer
shegot stuck during proof construction—queriesot only about
eachleaf of the proof treeunderconstructionput alsoabouteach
interior node. To protectAlice from a denial of serviceattackby
purveyors of proof hints thatinstructAlice to askall peers Alice
shoulduseher exposurepoliciesto limit the setof proof hintsshe
allows into herKB, andsheshoulduseECA rulesthatrequirethe
signerof aproofhint thatsheactsuponto have agoodratingfrom
areputationservicethat shetrusts(modeledasan additionalpeer
or peerswho signratings).Evenin thesmallexamplesusedin this



paper we cannotallow Bob to have a proof hint that directshim
to alwaysaskthe signerof afactfor helpwhentrying to prove the
fact—thiswould causehim to contactCAS or CAS-DB himself,
ratherthanhaving Alice do the work for him. We will shav how
to useproofhintsin the CAS examplesoncewe have discussedhe
formatandhandlingof queries.

In PeerAccesspeerECA rules control the choiceof “pull” or
“push” paradigmf informationdispersal For the pull paradigm,
aquerytakesthe form ?f; » " fn, whereeachf; is afactor
arule delimitedby parenthesedpr 1 i n. The meaningof
a groundconjunctie formulais de ned in the traditionalmanner:
the formulais true at a peerif all conjunctsaretrue at that peer
In this paperwe will assumehatall queriesarereleasablei.e., A
Isignssrelease(?, X, Y) is trueatevery peerA, andwe will omit
thede nition of queryreleasability

The conjunctie form of a queryallows Alice to ask CAS-DB
whetherCAS signsa particularfact,andincludea statemenabout
the purposethatsheintendsto usethatsignedfactfor (in theform
of a proposedreleasepolicy for the fact). For example, Alice
may query CAS-DB with ?(CASIsignsauth(sha&table,Alice) »
(CAS Isigns srelease(CASsigns auth(shaktable, Alice), Alice,
shaletable))). A morevoluminoussetof rulesin the querywould
allow Alice to explain thatshewill only give CAS's authorization
statemento her proxiesandto the shaletable. BecausePeerAc-
cesspeerscanchooseto ignorequeries,a peermay choosenot to
respondo aquerythatlacksanacceptablgurpose. If it isimpor
tantto supportnonrepudiatiorof querieg(e.g.,for legal purposes),
thenwe canrequirethatqueriesbe signed;in this paperwe do not
considetthatoption.

Therun-timebehaior of asetof peersasencodedn their proof
hints, exposurepolicies,andECA rules,dependon the peers'de-
signers' choice of run-time stratgies, such as the proposalsput
forth by [2, 4, 14, 25]. Differentstratgieshave differentcorven-
tionsfor whattheacceptableesponseareto aquery Forexample,
SD3 adoptsthe corventionthat Bob's responsemustbe suchthat
Alice neverhasto askBobthesamequeryagainasshecontinuego
work on gettingall the answergo herquery[14]. The proposalof
[2] guaranteesompletequeryanswersunderan assumptiorthat
peersarefully cooperatie. We intendPeerAcces$o be customiz-
ableto supportall of theseproposedstratgiesandthe mary others
thatwill be proposedn thefuture; eachsuchproposalkcanguaran-
tee (or not) propertiessuchastermination,safety andlivenessn
its own way. Thustheonly queryanswemrequiremenPeerAccess
imposesds thatevery answemustbeanordinarymessagédirectly
signedreleasableandtrueatthesender) Thisallows Bob'squery-
answeringehaior to rangefrom non-responst sendingoackall
releasablénformation alreadyin his KB plus everything he can
gleanfrom otherpeerswhetheror notit is relevantto thequery In
our remainingspace we cannotinvestigateary strat@y in detail,
but we will revisit examplel to seethe effect of proof hints and
guerieson an SD3-like run-timestratayy.

Examplelc. (Bob makesandsignshis own authorizationde-
cisions,relying on directly signedCAS statementsn his internal
reasoning.)Alice startsthe interactionby sendingBob the query
?Boblsigns auth(shaktable,Alice). Bob's KB containsthe fol-
lowing, plusthreeadditionalreleaseulesfor the authpredicate:

Bob:
BobIsignsauth(shaktable X)  CAS signsauth(sha&table X )
Boblsigns nd(CAS signsauth(sha&table X ), X , CAS)
X 6 Bob
Boblsignssrelease(
Bob signs nd(CAS signsauth(shak&table X ), X , CAS)

X 6 Bob,Y,Z)

Bob's exposurepoliciesallow him to receive queriesaboutshale
table authorizationfrom individual partieswho would like to be
authorized.Bob is con gured sothathe triesto prove “Bob signs
auth(shaktable Alice)” whenherecevesAlice's query

Bob checksto seeif “Bob Isignsauth(shak&table Alice)” is al-
readyin his KB (signaturederivationrule), and nds thatit is not.
Next he looks for rulesthatwill allow him to expandthe Isigned
versionof his goal (modusponensderivation rule), and nds his
CAS delggationrule. Thenhis effort shiftsto proving “CAS signs
auth(shaktable,Alice)”, which is notin his KB. It is not a self-
signedformula, so an Isignedversion of the formula would not
help. He hasnorulesthatallow him to expandthis proofgoal. Bob
is stuck,andthereareno otherrulesthatallow him to expandhis
original proof goal.

Sincehis local proof attemptshave failed, Bob looks for proof
hints in his KB that will tell him how to prove ary of his proof
goals, or that suggestsourcesfor new rulesto usein expanding
his currentsetof proof goals. He hasonly oneproof hint, andits
preconditionsare not satis ed. Bob is not con gured to look for
additionalproof hintsatruntime, sohis proof attemptshave ended
in failure. This is exactly the desiredoutcome: Bob wantsAlice
to do thework of queryingCAS. In accordancevith SD3's princi-
ples,Bob sendsAlice sufcient informationthatshewill not have
to askhim the samequeryagain(exceptto gethis directsignature
on his authorization)hesendsher“Bob signsauth(sha&table X )

CAS signsauth(shaktable X )", afterproving thatthis formula
isreleasablésignaturaule). Bobis con guredto sendalongall re-
leasableproof hintsthatarepossiblyrelevantto his answerssohe
alsosendshis proofhint. (It would notbeunreasonabli thiscase
for Bobto becon guredto sendAlice every releasabldormulain
his KB. Or Bob might respondwith the counterquery?CASsigns
auth(Alice,shaletable).)

Alice is con guredwith anexposurepolicy thatallows herto ac-
ceptBob's queryandhis associategbroof hint, which sheaddsto
herKB. In attemptingto answeBob's query herlocal knowledge
immediatelyfails herandshemakesuseof Bob's proofhint, which
tells herto query CAS. CAS acceptgjueriesfrom partieswho are
askingwhetherthey are authorizedto accessesourceghat CAS
knows about. Thus CAS acceptsAlice's query andtriesto prove
“CAS signsauth(shaktable Alice)” usinglocalinferencelf CAS
answerghe query by sendingAlice “CAS signsauth(shaktable,
Alice)”, thenAlice canpushthatfactto Bob andrepeatherearlier
query (If CAS doesnot give Alice a suitablereleasepolicy for
herto pushthatfactto Bob, shecanqueryCAS for the policy she
needs?CASsignssrelease(CASignsauth(shaktable Alice), Al-
ice,Bob).) Thistime, Bob canusetheinstantiationmodusponens,
andsignaturederivationrulesto prove “Bob signsauth(shaktable,
Alice)”. Bobis con gured to sendthis signedfactto Alice, after
proving thatit is releasabléinstantiatiorandmodusponensieriva-
tionrules).If heis alsocon guredto sendherall associatedelease
policies,thenshewill beableto sendtheauthorizatiorfactto ary-
one. If he doesnot automaticallysendher the releasepolicy, she
andherproxieswill have to queryhim for releasgermissioreach
time they sendout the authorizatiorfact.

8. CONCLUSIONS

We have presenteda brief overview of the PeerAccesg$rame-
work, concentratingon its handlingof baseandreleasepolicies,
andshavn how it canbe usedin reasoningaboutthe behaior of
resourceowners, their clients, andthe Community Authorization
Servicedeployedon supercomputingrids. We have alsopresented



a formal semanticsand proof theory for PeerAccessand shavn
their equivalencein the Appendix.

Thefeaturef PeerAccesweremotivatedby ourneedtio model
certainrun-time authorizationactiities supportedn the Grid Se-
curity Infrastructure.To meettheseneeds PeerAccessallows one
to modelthe local reasoningf individual peerswho areunawvare
of the internalstateof otherpeers.PeerAccessalsoallows oneto
reasonaboutpossiblefuture global evolution of the system(e.g.,
for safetyor livenessanalysis). PeerAccessupportspeerauton-
omy in choiceof run-time behaior; this behaior is encodedn
individual peers' ECA rules, exposurepolicies, and proof hints,
andexpressedn apeers choiceof pushingor pulling information,
its willingnessto acceptpushednformationandqueries,andhow
hardit will work to answerthe queriesit acceptgi.e., whatother
peersit is willing to contactfor help). Peerscan easily describe
their purposein askinga query andthe answeringpeercaneas-
ily limit the purposedor which the answerswill be used(subject
to voluntary compliance). PeerAcceswffers an extensibleset of
featuresjncluding the ability to modela variety of kinds of infor-
mation releasepolicies (including the sticky releasepoliciesused
in the CAS examples);non-repudiableyeri able communications
betweenpeers;easywaysto limit a peers effort to prove a con-
clusion,andto directits efforts in the mostpromisingdirections,
throughthe useof proof hints; modelingof theinterfacea peerex-
posego theoutsideworld, throughexposurepolicies;andpotential
easyextensionof the underlyinglanguagéor particularscenarios,
suchasconstraintDatalog,simpleforms of negation,or additional
typesof policies,suchasaudit policies. Total freedomin peerbe-
havior canleadto total chaosin run-timeresults,and PeerAccess
offersanexcellentbasefor modeling,comparing andexperiment-
ing with differentproposaldor controlling peerrun-timebehaior
throughmulti-party trust negotiation stratgyiesand credentialdis-
covery algorithms.
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