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ABSTRACT
ThispaperintroducesthePeerAccessframework for reasoningabout
authorizationin opendistributedsystems,andshowshow aparam-
eterizationof the framework can be usedto reasonaboutaccess
to computationalresourcesin a grid environment. The PeerAc-
cessframework supportsa declarative descriptionof the behavior
of peersthatselectively pushand/orpull informationfrom certain
otherpeers. PeerAccesslocal knowledgebasesencodethe basic
knowledgeof eachpeer(e.g.,Alice'sgroupmemberships),its poli-
ciesgoverningthereleaseof eachpossiblepieceof informationto
otherpeers,andinformationthatguidesandlimits its searchpro-
cesswhen trying to obtain particularpiecesof information from
otherpeers.PeerAccessproofsof authorizationareveri�able and
nonrepudiable,andtheirconstructionreliesonly onthelocal infor-
mationpossessedby peersandtheir parameterizedbehavior with
respectto query answering,information push/pull,and informa-
tion releasepolicies(i.e.,noomniscientviewpoint is required).We
presentthe PeerAccesslanguageandpeerknowledgebasestruc-
ture, theassociatedformal semanticsandproof theory, andexam-
plesof theuseof PeerAccessin constructingproofsof authoriza-
tion to accesscomputationalresources.

Categoriesand SubjectDescriptors
K.6.5 [Managementof Computing and Inf ormation Systems]:
SecurityandProtection;D.4.6[Operating Systems]: Securityand
Protection- AccessControl

GeneralTerms
Security, Languages,Theory

Keywords
P2Psystems,distributedauthorization,logicalsignature,sticky poli-
cies,releasepolicies,proofhints

1. INTRODUCTION AND RELATED WORK
Authorizationapproachesfor distributedsystemswhereresources

areaccessedacrossorganizationalboundarieshavebecomeatopic
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of industrialandresearchinterestin recentyears,with reputation
systemsandtrustnegotiationemergingastwo particularlyinterest-
ing researchdirections([3, 5,6,9, 11,12,13,16,17,20,22,23,24,
25], to mentionjustafew). In attemptingto build anddeploy anau-
thorizationsystembasedon trustnegotiationfor a particularopen
system(sharedaccessto high-performancecomputingresources),
we found that the theorydevelopedfor authorizationin opensys-
temsdid not includeall thefeaturesthatweneededto reasonabout
theruntimebehavior of thesystem,or to accountfor all theactions
thatpartiesin thesystemneededto take at run time. Theneedwas
particularlyacutein theareaof reasoningabouthelpful third par-
tiesat run time,suchasinformationbrokers,credentialandpolicy
repositories,andthird-partyauthorizationservices.A peerAlice
may needto contactseveral suchpartiesas sheattemptsto con-
structa proof thatsheis authorizedto usea particularservice,and
sheneedsaprincipledwayto determinewhoto contact,whatto ask
for, whatkind of answersto expect,andwhento giveup. Sheneeds
a way to explain who sheis andwhy sheis askingfor help,asher
intendedpurposemaydeterminewhethera third partyis willing to
helpher, or may in�uence theanswerthat it givesher. Alice also
needsa way to setlimits onwhatcanbedonewith thepersonalin-
formationthatshegivesout, andto determinewhatsheis allowed
to do with the informationthatothersgive to her. Shealsoneeds
to beableto �lter out incominginformationandqueriesthatareof
no interestto her (e.g.,spamandporn). Sheneedsto be able to
interactsuccessfullywith partiesthatpushinformationto her, and
with partiesthatshemustqueryto getinformation.

Other researchershave examinedmany of the separateaspects
of this problem. For example,[2] studiestheproblemof creating
distributed proofs underan information pull paradigm,when all
peerscooperateto the maximumextent possible. The authorsof
[18] studythe problemof �nding neededcredentialsat run time,
andproposea solutionbasedon credentialtyping (e.g.,querythe
issuerto �nd a certainkind of credential). Other papers[1, 10]
presenta runtimesystemfor constructingdistributedproofsof au-
thorization,givenauthoritative informationon whereto go to �nd
neededcredentials.In a similar way, in [3, 4, 13, 14] policiesen-
codeinformationaboutwhereto go to �nd certainneededfacts.

Theseandtheotherworkscitedabove studyusefulpiecesof the
picture,but we found that the separatepiecesoften did not �t to-
getherto form a solutionto our real-world situation.For example,
real-world peersdo not exhaustively try to answerall queriesthey
receive, as in [2]. A peermay behave quite differently depend-
ing on who is askingfor help andwhy they areaskingfor help.
We wanteda way to talk aboutsticky policies [15] (releasepoli-
ciesthatarepermanentlyattachedto theinformationthey protect),
but alsowantedto be able to describenon-sticky policieswithin
thesameopensystem.In [1], credentialshave sticky releasepoli-



cies,andthosepoliciesarepropagatedto all conclusionsderived
usingthosecredentials.This interestingapproachwill be too re-
strictive for many situations,andit is embeddedinto thesyntaxof
the language,making it hard to change.A type-basedcredential
discovery system,as in [18], is not �e xible enoughto model the
evolving behavior of credentialandauthorizationserversin compu-
tationalgrids,wherethereis oftenno visible relationshipbetween
the party whosesignatureAlice wishesto have on a fact and the
party Alice mustgo to to obtainthat signature.In [3, 4, 10, 13],
informationon whereto obtaineachcredentialis expressedby la-
belingeachcredentialoccurrencein apolicy with exactlyonepeer.
Credentiallocationhintsareaf�x ed insidethepolicy andmustbe
replicatedin eachrule, althoughthestrategy for �nding a creden-
tial oftendependson thecredentialclassandnoton therulewhere
the credentialis referredto—akind of replicationthat may intro-
duceerrors. In general,decouplingaccesscontrol policies from
negotiation-relateddecisionssuchascredentialfetchingstrategies,
releasepolicies,etc., seemsa good policy engineeringprinciple,
and a steptowardsdeclarative negotiation control. Closeto our
work, [21] proposesa logic basedformulationthat supportsdele-
gatableauthorizations;[7] adoptsa metapolicy-basedapproachas
in our paper. However, neitherof them considerssuchfeatures
as sticky policies, credentialdiscovery, or exposureissues. We
know of no preexisting approachthat allows oneto reasonabout
theruntimebehavior of a very diversesetof peers,someof whom
pushinformation, somepull information, andsomemix the two
paradigms.Further, preexisting work did not considerpotentialin-
teractionsbetweenvariousfeatures(e.g., sticky policieson hints
aboutwhereto go to obtaininformationaboutsticky policies).

In thispaper, weproposethePeerAccessframework, whichpro-
videsaninfrastructureandlanguageto modelandreasonaboutdis-
tributedauthorizationin opensystems.As theframework is broad
andgeneric,we only presentan instantiationof it that is suitable
for usein reasoningaboutaccessto a grid of computationalre-
sources.We introducethe architectureanddescribethe language
in section2, thenpresentPeerAccessknowledgebasesin section
3, releasepoliciesin section4, semanticsand�xpoint characteriza-
tion in section5, proof theoryin section6, proof hintsandqueries
in section7, and�nally concludein section8.

2. FRAMEW ORK AND LANGUAGE
The PeerAccessframework supportsa possibly in�nite set of

peers,eachwith its own separateknowledgebase(KB) of policy-
relatedinformation (�gure 1). Peerscommunicatewith one an-
otherby pushinginformationin messages,or by pulling informa-
tion throughqueries. The high-level behavior of eachpeer(i.e.,
what informationit pushesandto whom,whosequeriesit tries to
answer, how hardit triesto answerthem,andthekindsof answersit
gives)is determinedby declarativeevent-condition-actionrulesfor
thatpeer. The lower-level behavior of eachpeeris determinedby
thecontentsof its KB, which includeits own local knowledgeand
informationthat it hasreceived from others.Its KB includestight
controlsonwhatinformationit cansendoutor receivein messages,
andhints regardingwhatpeersto contactfor help if it is trying to
prove certaintypesof conclusions.At a high level, the language
for KBs andmessagescanbe thoughtof as logic programswith
an open-world semantics,plus two modaloperatorsrelatedto the
saysoperatorof BAN logic [8] (to providenonrepudiationfor mes-
sagecontentsandjusti�cation of proofresults),plusasprinklingof
second-orderconstructsto allow declarative speci�cationof infor-
mationreleasepoliciesandhintsabouthow to constructproofs(but
without introducinghigh runtimecomplexity).

ThePeerAccesspolicy languageconsistsof amodallanguage—

calledthebaselanguage—anda modalmetalanguage,eachwith a
separatecountablepool of variables.Roughlyspeaking,the base
languagespeci�esbasicaccesscontrol policiesandrelatedrules;
themetalanguagespeci�esmetapoliciesthatdeterminethedynamic
behavior of thesystem.

The basepolicy languageis basedon standardDatalogatoms,
built from a countablyin�nite supplyof constants(to modelopen
domains).A distinguishedsubsetof theconstants,N , containsall
possiblepeernames. The setof predicatesis applicationdepen-
dent. We italicize variablenames,to distinguishthemfrom con-
stants,functions,andpredicatenames. At the baselevel, modal
atoms,called facts, are expressionsof the form “P signs� ” or
“P lsigns� ”, whereP 2 N and� is a Datalogatom. A rule is
an expressionf 0  f 1 ^ � � � ^ f n , whereeachf i is a fact and
n � 0. Factsarespecialcasesof rules,wheren = 0. If f 0 is
of the form “P signs� ”, thentherule or fact is directlysignedby
P ; otherwise,f 0 hasthe form “P lsigns� ” andthe rule or fact is
logically signedby P . (Wewill omit thesignaturesonequalityand
inequalityatoms,sinceall peersagreeon thetruth of suchatoms.)

In themetalanguage,thesetof termsincludesthemetavariables
plus a distinct functionname�s for eachsymbols of the two lan-
guages(variables,constants,and logical connectives), satisfying
��s = �s. In this way, eachbaseor metaexpressione canbe repre-
sentedby ametaterm�ebuilt with thenamingfunctions.To enhance
readability, we shall simply write �e ase; the context will always
make clearwhethere is playing the role of a term or a rule. The
(nonmodal)atomsof the metalanguagearebuilt in the usualway
from metatermsandmetapredicates.Factsarede�ned asabove,
i.e., as modal metalanguageatoms. Rules have the sameform
asabove; their bodiesmaycontainboth basefactsandmetafacts,
while the headf 0 mustbelongto the metalanguage.Variablein-
stantiationsmustmapeachvariableto a termof thesamelevel, so
thatevery instanceof awell-formedexpressionis well-formed,too.

Each peer has a separateknowledge base(�gure 1) of facts,
rules,andreceived messages.EachKB containsthe following �-
nite setsof formulas,eachdescribedin detail in a latersection:

1. Its basepolicies, whicharerulesover thebaselanguage.

2. All messagesit ever received from otherpeers.Eachmes-
sageis a �nite setof rules. (In this paper, we will not make
useof thesetof messagessentby a peer.)

3. Its releasepolicies, containingrulesaboutreleasepredicates.

4. Its hints for ®ndingproofs, containingrulesaboutthe`�nd'
metapredicate.

5. Its exposurepolicies, which act asa �re wall to restrict in-
coming and outgoinginformation. To conserve space,we
will notdiscussexposurepoliciesin thispaper.

DEFINITION 1 (KB). APeerAccessglobalKBP containsone
local KB for each peer:

P = f (j; P j ) j j 2 N g

where P j is peer j 's local KB, i.e., the setof all messages it has
receivedandits base, release, andproofhint policies;andN is the
setof all peernamesin thelanguage.

Wewill omit “global” and“local” whenreferringto aKB, when
thecontext is clear.



Figure 1: PeerAccessarchitecture and KB structur e. Unidir ectionalarr ows indicate information pushedfr om onepeer to another.
Bidir ectionalarr ows indicate queriesand responses.

3. BASE POLICIES
Intuitively, thedirectly signedfact “Alice signs� ” in Bob's KB

meansthat Alice hasassertedin a non-repudiablemannerthat �
holdsat Alice—e.g.,Alice hasdigitally signed� andsentout a
messagewhosecontentshave eventuallymadetheir way to Bob.
Thelogically signedfact “Alice lsigns� ” in Bob's KB meansthat
Bob hasnonrepudiableevidencethat leadsto the conclusionthat
Alice would bewilling to digitally sign� , if shown this evidence.
Themeaningof directlyandlogically signedrulesis similar: Alice
sendsherdirectly signedrule to Bob to convincehim thatthelogi-
cally signedcounterpartof therule(createdby replacing“signs” by
“lsigns” in therulehead) is trueatAlice. Weassumethatwhenever
Alice wantsto senda messageto Bob,shesucceedsin sendingthe
message,Bobreceivesit successfully, andBobis ableto verify that
its contentshave not beentamperedwith andwereactuallysigned
by their reputedsigners.

We presentthe formal semanticsfor signsandlsignsin Section
5; for themoment,it suf�ces to explain the threemajorcharacter-
isticsof signsandlsignsthatmusthold in every KB interpretation
at every peer:

1. If a directly signedrule is trueat a peerAlice, thenits logi-
cally signedcounterpartis alsotrueat Alice.

2. If facts f 1 throughf n and the logically signedrule f  
f 1 ^ � � � ^ f n areall trueat a peerAlice, thenf is alsotrue
at Alice.

3. If a rule logically signedby Alice is trueat Alice, thensois
its directly signedcounterpart.

Beforeany peerhassentout any message,we requirethateach
local KB containonly self-signedstatements.This ensuresthat if
Alice's KB eventuallycontainsa factdirectly signedby Bob, then
Bob's KB doesalso.

Our running examplemodelsthe behavior of the Community
Authorization Service(CAS) [19] under several different possi-
ble trust assumptions.CAS is a third-partyauthorizationservice
that simpli�es the taskof makinga resourceavailableon a high-
performancecomputinggrid, by of�oading authorizationreason-
ing from theresourcemanagerto CAS. For example,considerthe
shake table,an earthquake simulationdevice that is managedby
Bob,underthefollowing possiblescenarios.1

Example1a. In this example,Bob ownsandbrokersall access
to theshake table,andmakesanddirectly signshis own authoriza-
tion decisions.In particular, Alice will beableto accesstheshake
table if “Bob signsauth(shaketable,Alice)” is true at Bob. Bob
may storea list of authorizedusers/groupsinternally, or he may
delegatehis reasoningto CASasfollows:

Bob:
Bob lsignsauth(shaketable,X )  CASsignsauth(shaketable,X )

Bob's basepolicy saysthat he will give Alice accessif he hasa
statementdirectly signedby CAS, sayingthatAlice is authorized.
If Bob's KB interpretationsatis�es “Bob lsigns auth(shaketable,
Alice)”, thenit alsosatis�es“Bob signsauth(shaketable,Alice)”.

Example2a. Let uschangeBob's KB by oneletter:

Bob:
Bob lsignsauth(shaketable,X )  CAS lsignsauth(shaketable,X )

Now Bob wantsa logical signatureon CAS's proof of authoriza-
tion, ratherthan requiring a direct signaturefrom CAS. In other
1The exampleswill only be fully meaningfulto the readerafter
we have presentedthe PeerAccessformal semantics.Conversely,
the formal semanticswill bevery hardto follow unlessthereader
hasan intuition aboutwhat PeerAccessis trying to accomplish.
We resolve this impasseby presentingsimpleexamplesbeforethe
semantics.



words, Bob is now askingfor a proof that would convince CAS
thatAlice is authorizedto accesstheshake table.Thepiecesof the
proof neednot comedirectly from CAS. For example,for greater
protectionagainstattack,CAScouldpre-signitsauthorization-related
rulesandfactsoff line, andpushthemto arepositoryCAS-DBthat
doesnot have accessto CAS's privatekeys. ThenCAS-DB's base
policiesandreceivedmessagescanbeasfollows:

CAS-DB:
CASsignsauth(shaketable,X )  
CASsignsauthgroup(shaketable,G) ^ CASsignsmember(G, X )

CASsignsauthgroup(shaketable,earthquake)
CASsignsmember(earthquake, Alice)

To convince Bob that Alice canaccessthe shake table,it suf�ces
to sendBob a messagecontainingCAS-DB's rule andfacts.Once
Bob receives this messageand incorporatesits contentsinto his
KB, thethreeprinciplesoutlinedearlierguaranteethatCAS lsigns
auth(shaketable,Alice) is trueatBob.

Example3a. If thebodyof CAS-DB'sruleuses̀ lsigns' instead
of `signs',thenwehavethepossibilitythattheproofof groupmem-
bershipis de�ned by otherrules:

CAS-DB:
CASsignsauth(shaketable,X )  
CAS lsignsauthgroup(shaketable,G) ^ CAS lsignsmember(G, X )

CASsignsmember(G, X )  
O lsignsmember(G, X ) ^ CAS lsignsowner(G, O)

CASsignsauthgroup(R, G)  
O lsignsauthgroup(R, G) ^ CAS lsignsowner(R, O)

Here CAS is not responsiblefor maintainingthe lists of current
groupmembersor authorizedgroups.Insteadthis taskis delegated
to theownersof eachgroupandresource.Thegroupownersmay
have cachedtheir signedgroupmembershiplists at CAS-DB, or
mayprovidethemondemandto CAS-DBor to thegroupmembers,
asdiscussedlater.

4. RELEASE POLICIES
In PeerAccess,peersexchangeinformationby sendingmessages

to oneanother. Every factandrule that a peerAlice sendsout in
a messagemustbe true at Alice andmustalsobe releasable. A
releasepolicy signedby peerP givesthe conditionsunderwhich
P thinks that it is permissiblefor a fact or rule � to be sentin a
messagefrom peerS to peerR. In this paper, we will consider
releasepoliciesover thesrelease(sticky-release)predicate,which
take thefollowing form, andits logically signedcounterpart:

P signssrelease(�; S;R)  f 1 ^ � � � ^ f n ,

whereP , S, andR arepeernamesor variables;� is a term over
the releasepolicy language(e.g.,a baserule or a proof hint (de-
�ned later)); andf 1 throughf n arefacts,with n � 0. Intuitively,
sreleasesemanticsstipulatethata peerAlice cansendpeerCarlaa
factor rule � directlysignedby Bobif (1) � is trueatAlice, and(2)
“Bob lsignssrelease(� , Alice, Carla)”, “Carla = Alice”, or “Carla
= Bob” is true at Alice. In otherwords,Alice canonly sendout
a formula signedby Bob if sheis sendingit to herselfor to Bob,
or shecanprove thatBob thinks that it is okay for her to sendthe
messageout. Further, Alice canonly sendout factsandrulesthat
shebelievesto betrue.

Thesreleasepoliciesaresticky: thesignerof a particularpiece
of informationretainscontrolover its futuredisseminationto other

peers.(Of course,a maliciouspeercanchooseto violate thecon-
ditions in a sticky policy, if it is not afraid of the potential legal
and social rami�cations of doing so.) Sticky policies are desir-
ableandeven legally mandatedin many situations,but othersit-
uationsmay requirea gracefulapproachto declassi�cationof in-
formation,or evenstrongercontrolover theuseof releasedinfor-
mation(e.g.,controlover thedisseminationof conclusionsreached
by using that information). In the PeerAccessframework, addi-
tional releasepredicatescan be de�ned to �t the needsof a par-
ticular setof peers,includinglimited formsof declassi�cationand
the ability to spreadrumors(lsignedandunsignedformulas)and
lies (formulasnot truelocally). For example,a directbut unsigned
communication“auth(Alice, shaketable)” from CAS might con-
vince Bob that “CAS lsigns auth(Alice, shaketable)” is true, but
CAS could repudiatesucha statement,andBob would be unable
to useCAS's messageto convince a third party that “CAS lsigns
auth(Alice,shaketable)” is true. While thesevariationsareinter-
estingin their own right, in this paperwe con�ne our attentionto
thereleaseof directly signedrules.

Thethreeprinciplesgivenearlierregardingthemeaningof sig-
natureson basefactsandrulesalsoapplydirectly to releasefacts
andrules.We alsohave two additionalprinciplesto governthere-
leaseof sreleasepolicies. In general,releasepoliciesmaycontain
sensitive informationandshouldnot be indiscriminatelyreleased.
We do not allow theuserto de�ne explicit KB policiesgoverning
thereleasabilityof sreleasepolicies,becausesreleaseis intendedto
besosimpleto usethatpeerswill never have to de�ne suchpoli-
cies. Instead,the releasabilityof sreleaseformulasis de�ned by
two principles,whichwill beformalizedlateron. Oversimplifying
slightly, the �rst principle allows Alice to sendCarlaan srelease
rule � that is directly signedby Bob if � is true at Alice and� 's
headis of theform “Bob signssrelease(� , Carla,-)”, where� is di-
rectlysignedbyBob. Theintuition is thatif BobauthorizesCarlato
disseminatea pieceof information,Bob shouldallow Carlato �nd
out thatsheis authorizedto disseminatetheinformation.A second
principle helpswith longerdisseminationchains:David cansend
� to Alice if � is trueat David, � 's headhastheform givenabove,
andDavid knows thatAlice cansend� to Carla.

WhenapeerAlice receivesamessage,shechecksto seewhether
herexposurepolicies(not discussedin this paper)allow herto re-
ceive eachrule in themessage.Sheaddseachreceivabledirectly
signedrule to hersetof receivedmessagesSAlice , andsheaddsthe
logically signedcounterpartof that rule to theappropriatesection
of herknowledgebase.

Let usrevisit examples1-3 to seetheeffect of releasepolicies.

Example1b. (Bob makesandsignshis own authorizationdeci-
sionsfor the resourcehe owns.) For Bob to be ableto tell Alice
thatsheis authorized,Bob canuserulesof theform:

Bob:
Bob lsignssrelease(Bobsignsauth(X , Y ), Bob,Y )
Bob lsignssrelease(Bobsignsauth(X , Y ), Y , X )

Bob's �rst releasefact saysthat he will releasean authorization
decisionto the principal who is authorizedby thatdecision.This
allows Bob to tell Alice that sheis authorizedto accesstheshake
table.However, this maynot beenoughfor Alice to beableto use
that authorization,e.g., if shehasto presentthat authorizationto
theshake tableherself. To do so,Alice mustknow thatBob says
that it is okay for her to releasehis authorizationdecisionto the
shake table. Bob's secondreleasefactaccomplishesthis goal. By
theprinciplesgivenabove, Bob cansenda directly signedversion
of hissecondreleasefactto Alice. If hesendsherhisauthorization



decisionandthereleasepolicy, herKB will contain:

Alice:
Bobsignsauth(shaketable,Alice)
Bobsignssrelease(Bobsignsauth(X , Y ), Y , X )

At thispoint,Alice canaccesstheshake tableby sendingit “Bob
signsauth(shaketable,Alice)”, becausethat formula is satis�ed in
her interpretationand“Bob lsignsrelease(auth(shaketable,Alice),
Alice, shaketable)”is also.

While Bob's proposedreleaserulesarea goodstart,they arein-
suf�cient for useon thecomputationalgrids thatCAS is designed
for. Theproblemis thaton thosegrids,Alice delegatesherauthor-
ity to asubjob,whichin turndelegatesits authorityto asubjob,and
soon,until eventuallya subjobaccessestheshake table.Therules
given above only allow Alice to give her decisiondirectly to one
party, who cannotreleaseit further. To allow Alice to releasethe
authorizationto someonewho could in turn releaseit again,Bob
canaddthefollowing rule to his releasepolicies:

Bob lsignssrelease(Bobsignsauth(X , Y ), Z , W )  Z 6= Bob

Theprinciplesoutlinedearlierimply thatBob canreleasethis new
releasepolicy to anyone. If the policy is too generousfor Bob's
tastes,hecouldaddrestrictionson therecipientW to thebodyof
therule, e.g.,W mustbea memberof NeesGrid,a friend of Bob,
a proxy of Alice, etc.He couldevenrequirethathehimselfcertify
the propertyin question,e.g.,Bob lsignsmember(NeesGrid,W ).
Any suchrestrictionsin the policy will alsolimit the setof peers
thatBobcandisclosethepolicy to.

One weaknessof this versionof Bob's releasepolicies is that
he doesnot allow Alice to imposeher own additionalcontrolson
who is allowed to see“Bob signsauth(shaketable,Alice)”. If the
shake table were a sensitive resource,Alice might not want her
authorizationto be releasedto just anyone. To �x this problem,
Bob canreplacehis third releasepolicy by thefollowing:

Bob:
Bob lsignssrelease(Bobsignsauth(X , Y ), Z , W )  
Z 6= Bob^ Y lsignscondRelease(Bobsignsauth(X , Y ), Z; W )

HereBob's original sreleasecondition,Z 6= Bob,hasbeenaug-
mentedwith a secondconditionthatsaysthat theauthorizedprin-
cipal (e.g.,Alice) mustalsoagreethatBob's statementcanbere-
leasedfrom peerZ to peerW . With this additionalrestriction,
“Bob signsauth(shaketable,Alice)” canonly besentto additional
peerswhenbothBobandAlice agreethatit canbesent.

Eventhisnew versionof Bob's releasepoliciesmightnotsatisfy
Alice, who might wish to unilaterally imposeadditional release
constraintsof her own on the information from Bob that passes
throughherhands.For example,if Bob is a child andAlice is his
mother, Bob might be willing to passhis own informationon to
anyone. To protecther family's privacy, however, Alice maywish
to limit the furtherdisclosureof Bob's information,at leastin the
casewherethat informationhaspassedthroughher hands.Peers
can imposesuchcontrols if we employ a releasepredicatewith
morerestrictivesemanticsthansrelease.

Let usnow loosentherestrictionthatBobmakeshis own autho-
rizationdecisions,andhave Bob delegatepartof thattaskto CAS.
To accomplishthis,we addtwo additionalrulesto Bob's KB:

Bob:
Bob lsignsauth(shaketable,X )  CASsignsauth(shaketable,X )
Bob lsignssrelease(Bobsignsauth(shaketable,X )  
CASsignsauth(shaketable,X ), Z , W )

Bob publicly declaresthat he relieson CAS for his authorization
decisions. His �rst releasepolicy allows him to sendhis rule to
Alice whenshewantsto accessthe shake table. WhenAlice ob-
tainsreleasableevidencefrom CASthatsheis authorizedto access
the shake table (i.e, “CAS signsauth(shaketable,Alice)”, along
with “CAS signssrelease(CASsignsauth(R; X ); Y; Z )”), shecan
presentthefact“CAS signsauth(shaketable,Alice)” to Bob along
with his delegationrule. (Shecanpresentthe rule to him because
hesignedit. So,shecansendtherule backto Bob eventhoughhe
doesnot sendhera copy of his releasepolicy for therule.) CAS's
factandBob's rule togetherimply thatBob lsignsauth(shaketable,
Alice), soBobshouldbeconvincedthatAlice canaccesstheshake
table.At this point, “Bob lsignsauth(shaketable,Alice)” is trueat
Bob, from which it follows that “Bob signsauth(shaketable,Al-
ice)” is also true at Bob. Further, Bob's original releasepolicy
shows that the authorization“Bob signsauth(shaketable,Alice)”
canbereleasedto Alice. Bob canalsosendAlice his conditional
releaserule,which letsAlice do anything shelikeswith theautho-
rizationthathegivesher.

Example2b. In this case,CAS hasdelegatedits authorization
tasksto CAS-DB, and Bob wantsto seea proof from CAS that
Alice canaccesstheshake table:

Bob:
Bob lsignsauth(shaketable,X )  CAS lsignsauth(shaketable,X )
Bob lsignssrelease(Bobsignsauth(shaketable,X )  
CAS lsignsauth(shaketable,X ), Y , Z )

CAS-DB:
CASsignsauth(shaketable,X )  
CASsignsauthgroup(shaketable,G) ^ CASsignsmember(G, X )

CASsignsauthgroup(shaketable,earthquake)
CASsignsmember(earthquake, Alice)

If we adoptthe sameapproachto releaserulesasin Example1b,
thenCAS-DBwouldhavethereleasepolicy “CAS signssrelease(CAS
signsauth(R; X ); Y; Z )”. This is not helpful, asCAS-DB cannot
deriveany factsof theform “CAS signsauth(R, X )”; CAS-DBcan
only derivelogically signedauthorizations.CASneedsto authorize
CAS-DBto releaseall thedetailsof theproof,sothatCAS-DBcan
convinceothersthatit is faithfully mirroringCAS's reasoning:

CAS-DB:
CASsignssrelease(CASlsignsauth(shaketable,X )  CASsigns
authgroup(shaketable,G) ^ CASsignsmember(G; X ); Y; Z )

CASsignssrelease(CASsignsauthgroup(X ; G); Z; W )
CASsignssrelease(CASsignsmember(G; Y ); Z; W )

For brevity, we have setup thesethreereleasepoliciesso thatev-
erythingis publicly releasable.In practice,CAS would probably
preferto belesstrustingof CAS-DB,andonly authorizeCAS-DB
to releaseAlice's membershipcredentialto Alice, while still al-
lowing Alice to releaseit to anyoneshechooses.Similarly, CAS
might chooseto limit the initial releaseof authgroup(shaketable,
earthquake) to membersof theearthquake group. CAS couldalso
limit the initial releaseof its delegationrule so that CAS-DB can
only give it to authorizedshake tableusers,if desired.We will not
write out thesemorerestrictiveruleshere,becauseExample1bhas
alreadyshown how to write suchpolicies.

To convinceBobthatAlice canaccesstheshake table,it suf�ces
for Alice to sendBob a messagecontainingCAS-DB's baserule
andbasefacts,from whichit followsthatCASlsignsauth(shaketable,
Alice). Alice doesnot needto sendreleasepoliciesfor CAS-DB's
rulesandfacts,becauseBobdoesnotreleasethemfurther. Because



Bob directly signshis own conclusions,hecansendout that con-
clusionregardlessof thesticky policieson theinformationheused
to reachthatconclusion.

Example3b. In thisexample,CASdoesnotmaintainthelistsof
currentgroupmembers.CAS-DB hasthethreebaserulesde�ned
earlier, a sprinklingof cachedfacts,andreleasepoliciesfrom CAS
authorizingpublic disseminationof therules:

CAS-DB:
CASsignsauth(shaketable,X )  
CAS lsignsauthgroup(shaketable,G) ^ CAS lsignsmember(G, X )

CASsignsmember(G, X )  
O lsignsmember(G, X ) ^ CAS lsignsowner(G, O)

CASsignsauthgroup(R, G)  
O lsignsauthgroup(R, G) ^ CAS lsignsowner(R, O)

CASsignsowner(earthquake, earthquakeOwner)
CASsignsowner(shaketable,Bob)
earthquakeOwnersignsmember(earthquake, Alice)
Bobsignsauthgroup(shaketable,earthquake)
CASsignssrelease(CASsignsauth(shaketable,X )  CAS lsigns
authgroup(shaketable,G) ^ CAS lsignsmember(G, X ), Y , Z )

CASsignssrelease(CASsignsmember(G, X )  
O lsignsmember(G, X ) ^ CAS lsignsowner(G, O), Y , Z )

CASsignssrelease(CASsignsauthgroup(R, G)  
O lsignsauthgroup(R, G) ^ CAS lsignsowner(R, O), Y , Z )

To convinceBob thatshecanaccesstheshake table,Alice will
needtoconvincehimthatCASlsignsauth(shaketable,Alice). From
CAS-DB'sfactsandrules,it followsthat“CAS lsignsauth(shaketable,
Alice)” is true at CAS-DB. However, CAS-DB canonly senddi-
rectlysignedatomsandrulesin messages,and“CAS signsauth(shaketable,
Alice)” is not trueat CAS-DB.Thus,if CAS-DB wantsto behelp-
ful, it mustgive Alice a setof atomsandrulesfrom which it fol-
lows thatCAS lsignsauth(shaketable,Alice). Thereleasepolicies
givenabove authorizeCAS-DB to releaseall relevant information
except “earthquakeOwnersignsmember(earthquake, Alice)” and
“Bob signsauthgroup(shaketable,earthquake)”. To releasethese
atoms,“earthquakeOwnerlsigns srelease(earthquakeOwnersigns
member(earthquake,Alice), CAS-DB,Alice)” and“Bob lsignssre-
lease(Bobsignsauthgroup(shaketable,earthquake), CAS-DB, Al-
ice)” mustbe true at CAS-DB. Further, for Alice to make useof
theinformationCAS-DBgivesher, shemustbeableto releaseit as
well. This needimplies thatCAS-DB shouldhave cachedrelease
policiesfrom earthquakeOwnerandBob,becauseit will needthese
policiesevery time it receivesa queryaboutaccess,andit will re-
ceive suchqueriesconstantly. If for somereasonsuchpoliciesare
not alreadycachedat CAS-DB, CAS-DB canqueryfor themau-
tomaticallyusingthe proof hints mechanismdescribedin section
7. Thesameis trueof thereleasepoliciesthatAlice will needfor
thosesameatoms.

The PeerAccessframework can be instantiatedwith a release
predicatedifferent from sreleaseif CAS shouldhave the author-
ity to override the wishesof the groupandresourceowner in re-
leasinggroupmembershiplists andlists of authorizedgroups,or
if CAS-DB's releaseof “O signsauthgroup(R, G)” shouldrequire
thepermissionof R'sowneraswell asO.

5. PEERACCESSSEMANTICS

DEFINITION 2 (POSSIBLE WORLD). A possibleworld W is
a setof logically signedground facts that satis�es the Herbrand
domainassumption,i.e., “ X = X ” 2 W for everygroundchoice

of X , and“ X 6= Y ” 2 W for everypair of distinctchoicesof X
andY .

The fact “CAS lsigns srelease(CASsignsauth(X , Y ), Alice,
Bob)” is notground:variablesandmetavariablescannotoccurany-
wherein a groundformulaor in a possibleworld.

DEFINITION 3 (INTERPRETATION). APeerAccessinterpreta-
tion I is a setcontainingonelocal interpretationfor each peer, i.e.,
I = f (j; I j ) j j 2 N g. Peer j 's interpretationis I j = (W j ; Sj ),
whereW j is a setof possibleworldsandSj is a setof rulesdirectly
signedbyotherpeers.

W j is a setof possibleworlds becausecorrectlocal reasoning
aboutauthorizationin an opensystemrequiresan openworld as-
sumption.2

We de�ne thetruth of a formulain I asfollows, whereA is the
nameof anarbitrarypeer:

DEFINITION 4 (j= , MODEL ).

1. I j= A � , for a logically signedgroundrule � of the form
f  f 1 ^ � � � ^ f m , iff for each world W in WA , either
f 2 W or for some1 � j � m, f j 62W .

2. I j= A � , for a logically signednon-ground rule � , iff for
everygroundinstance� 0 of � , I j= A � 0.

3. I j= A � , for a directlysignedrule � , iff bothof thefollowing
hold:

� � 2 SA iff � is directlysignedbyA;

� I j= A � 0, where � 0 is the logically signedcounterpart
of � .

4. I j= A � , for a set� of rules,iff for all � 2 � , I j= A � . In
this case, wesaythat I is a model of � at A and� is true
in I A .

5. I j= P , for a global KB P, iff for all peers A 2 N , I j= A

PA . In thiscase, wesaythatI is a modelof P andP is true
in I .

The precedingde�nition of an interpretationholds for any in-
stantiationof thePeerAccessframework. For this paper's instanti-
ation,eachinterpretationmustalsosatisfythreerequirementsthat
arespeci�c to thesreleasepredicate.In thestatementsof thesere-
quirements,A andB arearbitrarypeers;C, D , andE arearbitrary
peersor variables;� is a ruledirectly signedby B ; andf 1 through
f n arearbitraryfacts,with n � 0. Notethatthetruthof ansrelease
rule doesnot dependon whethertheformulato bereleasedis true
or false.

2With aclosedworld assumption,wecouldhavethefollowing sce-
nario: A universityU delegatesall responsibilityto its registrarR
for determiningwho is astudent:“U lsignsstudent(X )  R lsigns
student(X )”. U doesnot maintainany lists of studentsitself. Un-
deraclosedworldassumption,“U lsignsstudent(Alice) U lsigns
student(Bob)”is trueat U, becauseU doesnot know thatBob is a
student.If U signsandsendsthis truerule to Alice, andAlice ob-
tainsproof that Bob is a student,thenAlice will have a proof of
U lsignsstudent(Alice),which U never intended.An openworld
assumptionpreventsthis rule from ever beingtrueat U (becauseU
haspossibleworldswhereBob is a student),therebypreventingits
disseminationin messages.



1. (A peercansendany directly signedrule to itself or to the
rule's signer.) If I j= A � , where� is directly signedby B ,
thenI j= A B lsignssrelease(�; A; B ) andI j= A B lsigns
srelease(�; A; A). The former conditionguaranteesthat B
cannotrepudiatea proof providedby A, by claimingthathe
doesnothave� . Thelatterconditionavoidscertainawkward
theoreticalsituations.

2. (If Bob authorizesCarlato disseminatea pieceof informa-
tion undercertainconditions,Bobshouldallow Carlato �nd
out that sheis authorizedto do so.) Recall that we prohib-
ited the userfrom writing sreleaserules for sreleaserules,
becausethey arehardto write andunderstand;our intent is
thatsuchrulesshouldbegeneratedautomatically, usingthis
principleandtheonethatfollows. If I j= A � , where� is of
theform “B lsignssrelease( ; C; D )  f 1 ^ � � � ^ f n ”, then
I j= A B lsignssrelease(�; A; C). HereAlice is allowed to
releaseBob's releaserule � to Carla,because� authorizes
Carlato releaseinformationundercertainconditions.

3. (If Bob authorizesCarlato releasea pieceof informationto
Doug,andBobalsoauthorizesDougto releaseit to Edward,
thenCarlais allowedto know thatDougcanreleasethis info
to Edward, and the releasepolicy itself can be forwarded
from Carlato Doug.) If I j= A B lsignssrelease(�; C; D )  
f 1 ^ � � � ^ f n andI j= A  , where is of theform “B lsigns
srelease(�; D ; E )  f 1 ^ � � � ^ f n ”, thenI j= A B lsigns
srelease( ; A; C).

Onecanview the evolution of a global KB over time asbeing
representedby a sequenceI 1 ; I 2 ; : : :, whereeachevolution step
correspondsto a set of messagesbeing sent in parallel between
peers.Eachsuchmessagecanaddformulasto the local KBs, but
the contentsof the local KBs areboundedabove: thereareonly
so many new messagesthat canbe sent. As a result,for eachle-
gal initial globalKB thereis exactly onecanonicalmodel, written
P , which is the interpretationrepresentingthemaximalattainable
stateof knowledgeacrossall peers.(In this paper, we donot allow
peersto deleteformulasfrom theirKBs, or to insertformulasother
thanthosethatarrive in messages.)EachKB alsohasoneunique
isolatedmodel, written P, which representseachpeers'maximal
local knowledgebeforereceiving any messagefrom others. The
following de�nitions presentfundamentaloperationson interpreta-
tions,alongwith theoremsandproofsregardingtheirproperties.

DEFINITION 5 (UNION OPERATOR � ). For twointerpretations
I andI 0 andpeerA, wede�ne

I A � I 0
A = ((WA [ W 0

A ) ; (SA \ S0
A ))

I � I 0 = f (B ; I B � I 0
B ) j B 2 N g:

PROPOSITION 1 (MODEL CLOSURE UNDER UNION). The
unionI � I 0 of anytwo modelsof P is still a modelof P .

Proof. Let I andI 0 betwo of P 'smodels,and� beany rule in PA .
It immediatelyfollows that� is truein bothI andI 0. Considerthe
following cases.

1. If � is a groundlogically signedrule, then� is satis�ed in
every possibleworld in WA andin W 0

A ; thus� is satis�ed
in every possibleworld in WA [ W 0

A ; therefore� is true in
I � I 0 atA.

2. Consequently, if � is a logically signedrule, all its ground
instanceswill betruein I � I 0 at A; thus� is truein I � I 0

at A.

3. If � is a directly signedrule, its logically signedversionis
true in I � I 0 at A; if � is not self-signed,thenit is alsoin
bothSA andS0

A , which means� 2 SA \ S0
A ; therefore� is

truein I � I 0 at A.

We concludethatI � I 0 is a modelfor P .

DEFINITION 6 (INTERSECTION OPERATOR � ). For two in-
terpretationsI andI 0 andpeerA, wede�ne

I A � I 0
A = ((WA \ W 0

A ) ; (SA [ S0
A ))

andfurtherde�ne

I � I 0 = f (B ; I B � I 0
B ) j B 2 N g:

PROPOSITION 2 (MODEL CLOSURE UNDER INTERSECTION).
TheintersectionI � I 0 of any two modelsof P is still a modelof
P .

Thispropositioncanbeprovedusingtheargumentsin theproofof
thepreviousproposition.

DEFINITION 7 (� RELATION). For twointerpretationsI and
I 0 andan arbitrary peerA, wede�ne

I A � I 0
A iff (WA � W 0

A ) and(SA � S0
A ):

Thenwede�ne I � I 0 iff for all B 2 N ; I B � I 0
B : We call I 0 an

upper bound for I .

Therelation� is re�exive, transitive,andanti-symmetric,hence
it is a partialorderon interpretations.As examples,we have (I �
I 0) � I , andI � (I � I 0). Thepartialorderhasamaximalelement
I 1 , in whicheachpeerhasnopossibleworldsandasetcontaining
all directly signednon-self-signedrules.We furtherde�ne I � I 0

if f I � I 0 andI 6= I 0.

DEFINITION 8 (ISOLATED MODEL ). Theunionof all models
of KB P is its isolatedmodel,writtenP .

The isolatedmodelre�ects the viewpoint of eachpeer, consid-
eringonly thatpeer's local knowledge.A peer's local reasoningis
performedwith respectto its portionof anisolatedmodel.

DEFINITION 9 (RELEASABIL ITY). A rule � directly signed
by peerB is releasablefrompeerA to C in interpretationI iff �
is trueat I A andI j= A B lsignssrelease(�; A; C).

DEFINITION 10 (STABIL IZED INTERPRETATION). An inter-
pretationI is stabilizediff for all peers A, B , andC andall rules
� thataredirectlysignedbyB , if � is releasablefromA to C, then
� is true in I at C.

Intuitively speaking,every interestingmessagehasalreadybeen
sentin a stabilizedinterpretation.

DEFINITION 11 (MESSAGES). Wede�neglobal, local, (max-
imum) legal, andnew messagesasfollows:

1. A global message M = f (A; M A ) j A 2 N g, where M A

is a �nite setof directly signedrules. A rule m in M A is a
local message for peerA. We omit the terms“global” and
“local” whentheintentis clear fromthecontext.

2. M is a new messagefor interpretationI iff thereexistsa peer
A andrule � 2 M A , such that I 6j= A � .



3. M is a legal message for interpretationI iff for all peers A
andall rules � 2 M A , there existsa peerB such that � is
releasablein I fromB to A.

4. M is the maximumlegal message for I iff for every legal
message M 0 for I andfor all peers A, M 0

A � M A .

A globalmessageis alsoaPeerAccessKB.

DEFINITION 12 (TRANSITION AND SUCCESSORS). Wede�ne
immediatesuccessorrelation ) (leads to), transition sequence,
fairnessandeagernessasfollows.

1. Interpretation I 0 is an immediatesuccessorof I , denoted
I ) I 0, iff there existsa legal message M for I such that
(I � M ) = I 0. In this case, we sayI leadsto I 0 by mes-
sage M , andM sendsm to I 0 at A whenm 2 M A . I 0 is a
non-trivial successorof I if M is a new message for I .

2. A sequenceI 1 ; I 2 ; : : : of interpretationsis a transition se-
quenceiff I 1 ) I 2 ) � � � .

3. A transitionsequenceis fair iff for each choiceof j > 0,
each legal message M j for I j , every peer A, and every
rule m 2 M j

A , there exists an interpretation I l in the se-
quencethat leadsto I l +1 bysendinglegal message M l , and
m 2 M l

A . The intuition is that every possiblelocal mes-
sage getssentduring thesequence, within a �nite numberof
transitions.

An interpretationcan have more than one immediatesuccessor.
Notethatif I ) I 0, thenI � I 0.

DEFINITION 13 (UPPER BOUND). LetSeqbean in�nite se-
quenceof interpretationsI 1 ; I 2 ; : : : such that I 1 � I 2 � : : :. I is
an upperboundof Seq iff for all j , I j � I .

PROPOSITION 3 (UPPER BOUND UNION CLOSURE WITH � ). 1.
If I � I a andI � I b, thenI � (I a � I b).

2. TheunionL � L 0 of twoupperboundsfor an interpretation
sequenceSeqis still anupperboundfor Seq.

Proof. (Part 1) Let W , W a , andW b bethecorrespondingsetsof
possibleworlds and let S, Sa , andSb be the correspondingsets
of directly signedformulas. For all choicesof peersA, I � I a

and I � I b imply that W � W a and W � W b; thus W �
(W a [ W b). We obtainS � (Sa \ Sb) similarly, andconclude
thatI � (I a � I b). (Part2) Thedesiredresultfollowsby applying
Part1 to all interpretationsin thesequence.

DEFINITION 14 (FIXPOINT). LetSeqbeanin�nite sequence
of interpretationsI 1 ; I 2 ; : : : such that I 1 � I 2 � : : :. Theunion
I � of all upperboundsfor Seq is Seq's �xpoint.

For every upperboundI for Seq, I � � I . NotethatSeqdoesnot
necessarilyincludethe�xpoint.

Let Seqbeanin�nite transitionsequenceP; I 1 ; I 2 ; : : :. Wesay
thatSeq is a transitionsequencefor P .

DEFINITION 15 (CANONICAL MODEL ). P 'scanonicalmodel,
writtenP , is theintersectionof the�xpoints of all thetransitionse-
quencesfor P .

THEOREM 1 (PEERACCESS CONFLUENCE THEOREM). For
each in�nite transitionsequenceSeq for P andits �xpoint I � , we
have:

1. I � � P .

2. I � = P iff Seqis a fair transitionsequence.

Proof. (Part 1.) By de�nition, P is the intersectionof I � and
others,thusI � � P .

(Part 2.) Representany two of thesefair sequencesE andF as
E 1 = P, E 2 , ..., andF 1 = P, F 2 , ....

Let m be a memberof the set of directly signedformulas in
sequenceE 's �xpoint E � at peerA. Thenm hasto be in some
E i 's setof directly signedformulasat A. Otherwise,we canhave
an upperboundE + that hasthe samepossibleworlds andsetof
directly signedformulasasE � , except that m is not in E + 's set
of directly signedformulasat A. In that caseE + � E � , which
contradictsthe fact that E � is the �xpoint. So we canassumem
�rst appearsin E at E i andis sentfrom B at E i � 1 .

Let thetuple(x, P , A), calleda message delivery, representthe
factthatthatpeerP senta localmessagex to A at transitionE i � 1 .
Let S be an emptystack,andpush(m, B , A) onto S. Thenfor
eachpeerP thatsentB amessageduringstageE i � 2 , pusha tuple
(x, P , B ) ontothestack.Repeattheprocessfor eachmessagethat
a peerP 0 sentto P or B atstageE i � 3 . Continuetheprocessback
througheachstage,pushingmessagessentby (potentially more
and more) peers,until all relevant messagesfrom the �rst stage
have beenpushed.

The resultingstackshows how m cameto be deliveredto A.
Eachmessagein thestackis legal(releasable)if all messagesabove
it in thestackhave alreadybeensent. If we popmessagesoff the
stackoneby one,we geta �nite sequenceof legal messagedeliv-
eries,(m1 , B 1 , A1), (m2 , B 2 , A2), : : :, (m, B , A.) BecauseF 1
equalsE 1, m1 mustbe releasableat F 1 from A1 to B 1 . Under
the fairnessassumption,this legal messagemustbe sentat some
point in F ; sayit happensat F r . After thatpoint,m2 is releasable
from A2 to B 2 , andthesameargumentasusedfor m1 impliesthat
m2 is eventuallysentin F . Repeatingthis argument,we �nd that
eventuallym is sentin F ; saythis happensin F k at A. Thenm is
alsoin F � at A, asotherwisewe would have a �xpoint F + � F � .
We concludethatE � andF � have thesamesetsof directly signed
formulas.

E andF start with the samesetof possibleworlds at A, and
every time a messageis receivedat A, theeliminationof possible
worlds(by intersectingwith all possibleworlds implied by there-
ceivedmessagesat A) is determinedby thesetof messagesin A.
If a possibleworld w is in E 1 at A, but not in E � at A, then it
mustbe eliminatedfrom someE i at A becauseof a messagem
receivedby E i at A. As we have proved,m alsogetsdeliveredto
someF j , which eliminatesw from F j at A andall F j 's succes-
sors.Thusw is not in F � at A either. We concludethatE � = F � ,
whichmeansthatall of P 'sfair transitionsequenceshave thesame
�xpoint, writtenF .

Wecanusethesameargumentsto show thateverylocalmessage
sentto A in anunfair transitionsequenceis alsopresentin theset
of directly signedformulasat A in the �xpoint of a fair transition
sequence,but not theotherway around.Thusany unfair transition
sequence's �xpoint F 0 � F , which meansF � F 0 = F . As P
is de�ned as the union of all transitionsequences'�xpoints, we
concludethatP = F .

For theotherdirection,we have alreadyproved thatfor any un-
fair sequencefor P andresulting�xpoint F 0, we have F 0 � P . It
follows that if a sequence's �xpoint is P , thenthis sequencemust
bea fair sequence.



6. PROOF THEORY
Wenow turnourattentionfrom whatis truein theinterpretations

of PeerAccessknowledgebasesto whatis provable.

DEFINITION 16 ((LOCAL ) DERIVATION). Wehavethefollow-
ing local derivationrules to derivenew informationinsidea par-
ticular peerA'sKB, PA :

� Instantiation. Froma logically signedrule � in PA , derive
an instanceof � .

� Modus ponens. From the logically signedrule f  f 1 ^
� � � ^ f m andfactsf 1 throughf m , derivef .

� Signature. Froma rule logically signedby A, deriveits di-
rectlysignedcounterpart.

� Self-release.Froma rule � directlysignedby B , derive“ B
lsignssrelease(�; A; B )” and“ B lsignssrelease(�; A; A)”.

� srelease-1.Froma rule � of theform“ B lsignssrelease( ; C; D )  
f 1 ^ � � � ^ f n ”, derive“ B lsignssrelease(�; A; C)”, where
B , C, andD are arbitrary peers.

� srelease-2.Froma ruleof theform“ B lsignssrelease(�; C; D )
 f 1 ^ � � � ^ f n ” and a rule  of the form “ B lsigns
srelease(�; D ; E )  f 1 ^ � � � ^ f n ”, derive
“ B lsignssrelease( ; A; C)”, where B , C, D , and E are
arbitrary peers.

A sequenceP 1
A ; : : : ; P n

A of peer A's KBs is a (local) derivation
sequencefor peerA if P i +1

A canbeobtainedfromP i
A byapplying

at mostonederivationrule, for all 1 � i < n.

DEFINITION 17 ((GLOBAL ) DERIVATION). For peersA and
B with KBsPA andPB respectively, wehavethefollowingglobal
derivationrule.

� Message.From a set � � PA of rules such that for each
� 2 � , � is directly signedby somepeerC and “ C lsigns
srelease(� , A, B )” 2 PA , derive� in PB .

A sequenceP 1 ; : : : ; P n of global KBs is a (global)derivation se-
quenceif for all peersA andall 1 � i < n, either(1) thesequence
P i

A ; P i +1
A is a local derivationsequencefor A, or (2) P i +1

A canbe
obtainedfromP i

B , for somepeerB , throughan applicationof the
message derivationrule.

DEFINITION 18. A KB P derivesa rule � at peerA, written
P ` A � , iff there exists a derivation sequenceP 1 ; : : : ; P n such
that � 2 P n

A . ThenP 1 ; : : : ; P n is a proof for � at A. Whenonly
local derivationrulesare usedin this proof, wewrite PA ` A � .

Proofsthat useonly local derivationsdescribethe accesscon-
trol processfrom a particularpeer's point of view. Proofsthatuse
globalderivationsdescribewhatcouldhappenin thesystem,soare
useful for analyzingsafetyandliveness.We next arguethat each
KB' s localproofsaresoundandcompletefor theisolatedmodelP ;
andaccordingly, so arethe global proofsfor the canonicalmodel
P .

THEOREM 2 (LOCAL SOUNDNESS). For any KB P, rule � ,
andpeerA, if PA ` A � , thenP j= A � .

Proof. Whenonly thelocal derivationrulesareused,derivation
in PeerAccessbecomessimilar to derivation in an ordinary logic
program. We prove its local soundnessby arguing for thesound-
nessof eachderivationrule.

� Instantiation. If a logically signedrule � is true in P at A,
thenevery instanceof it is presentin everypossibleworld of
P at A, soevery instanceof it is alsotruein P at A.

� Modus ponens.For everylogically signedrule� of theform
f  f 1 ^ � � � ^ f m andfactsf 1 throughf m , let f 0

1 through
f 0

m becorrespondinggroundinstances.For everyworld w of
P at A, asall f 0

1 throughf 0
m arepresentin w, if f 0 is not in

w, thentherule � is not true in w, which is a contradiction.
Weconcludethatf 0 is in w andf is truein P at A.

� Signature. If a groundrule � logically signedby A is true
in P at A, the modeltheoreticde�nition of directly signed
rulestells us that � 's directly signedcounterpartis alsotrue
at A.

� Release. The remaininglocal derivation rules are for the
sreleasepredicate,andtheir soundnessfollows immediately
from themodeltheoreticconstraintsonsrelease.

Thus� is alsotruein P at A, andwe concludethatP j= A � .

THEOREM 3 (LOCAL COMPLETENESS). For anyKB P and
groundrule � , if P j= A � , thenPA ` A � .

Proof. SincepeerA hasa �nite setof local rulesat eachpoint,
thiscompletenessresultcanbeshown in thesamewayasthecom-
pletenessresultsfor generallogic programs,with theexceptionof
proofs regardingthe sreleasepredicate. For that predicate,each
point of its model-theoreticde�nitions correspondsdirectly to a
proof-theoreticcounterpart,sothecompletenessof reasoningabout
sreleasefollows immediatelyfrom thede�nition of ` .

THEOREM 4 (GLOBAL SOUNDNESS). For any KB P, peer
A, andrule � , if P ` A � , thenP j= A � .

Proof. We prove this theoremby inductionon the numberof
stepsof the proof. If the proof hasone step,then � 2 P , and
the theoremholds. Otherwise,assumethat it holdsfor all proofs
of length lessthann, andnow considerthe nth and �nal stepin
deriving � at peerA.

1. Whena local derivation rule is usedto derive � , the Local
SoundnessTheoremtells us that � is true in P at A. As
P � P , we know � is truein P atA.

2. When a global derivation rule is usedto derive � , peerA
getsa messagem containing� . In this case,P becomesP 0

after the messageis received. Let M be a global message
with M A = f mg, andwith theemptysetfor all otherlocal
messages.ThenP 0 becomesP � M after M is received,
andm is truein P 0 atA. By theFixpointTheorem,weknow
thatP 0 � P , som is alsotruein P at A.

By the inductionhypothesis,we concludethat the theoremholds
for proofsof all lengths.

THEOREM 5 (GLOBAL COMPLETENESS). For anyKBP and
groundrule � , if P j= A � , thenP ` � .

Proof. Supposethat� is truein thecanonicalmodelP . Consider
a fair transitionsequenceSeq = I 1 ; I 2 ; : : : with �xpoint P ; such
a sequencemustexist, because� is groundandP is �nite. Let j
be the �rst point in Seq in which � is true in I j

A . If j = 1, then
wehave � in theinitial local interpretationof PA , andby theLocal
CompletenessTheorem,the currenttheoremfollows. Otherwise,
by the induction hypothesis,let us assumethat for every rule  



that is true at somepeerB in I k , for 1 � k < j , the theorem
holds; in otherwords,we have a proof of  at B in thecanonical
model. By the de�nition of a transitionsequence,a �nite setof
rulesmusthavebeensentto peerA in anew legalmessage,causing
the transitionfrom I j � 1 to I j . Considerany memberr of this set
that wasnot alreadyin the setof directly signednon-self-signed
rulesin I j � 1 . Recall thatB canonly sendr to A if r is directly
signedand releasable,i.e., r is true at B andeitherA signedr ,
A = B , or “C lsignssrelease(r ; B ; A)” is trueat B . In thecurrent
situation,A 6= B , becauser is not in thesetof directlysignednon-
self-signedrules in I j � 1 . Similarly, A cannotbe the signerof r .
Thusit mustbethecasethat“C lsignssrelease(r ; B ; A)” is trueat
B in I j � 1 . By theinductionhypothesis,wehaveaproof for r atB
in thecanonicalmodelof P . By theinductionhypothesis,we also
have a proof in thecanonicalmodelfor every rule r thatwastrue
at A in I j � 1 .

Considerthe set m of all new directly signednon-self-signed
rulesthatarrivedat A during the transitionbetweenI j � 1 andI j .
Giventhat � is true in I j but not in I j � 1 , onepossibility is that �
is in m. In thatcase,by theinductionhypothesis,we have a proof
of � at B in thecanonicalmodel. By themessagederivationrule,
we alsohave a proof of � at A in thecanonicalmodel.

Otherwise,we have � 62m, so � mustnot be directly signed
by anotherpeer. ConsidertheKB K thatconsistsof theinitial KB
P , plus every legal new messagesentin the transitionsup to and
including the transitionto I j . The Local CompletenessTheorem
tells usthat if � is trueat A in theisolatedmodelof K , thenthere
is a proof of � at A for K . � mustbetruein theisolatedmodelof
K , becauseK capturesall themessagessentto any peersincethe
�rst transitionof thesystem.Further, by theinductionhypothesis,
we have a proof of every formula that is in K but is not in P . We
cantake theproof of � in K , andextendit by prefacingit with the
proofsof all theformulasin K thatareusedin theproofof � in the
isolatedmodelof � but arenot presentin P (by thede�nition of a
proof, this setof formulasmustbe�nite), to createa proof of � in
thecanonicalmodelof P .

7. HINTS FOR PROOFSAND QUERIES
Theprecedingsectionshave talkedaboutwhatis trueandprov-

ableat peers,without consideringwhetherthepeersarewilling to
constructtheproofsor determinethe truths. If Alice needsto de-
terminewhether� is true and is unableto do so on her own, in
someapplicationsAlice could askevery otherpeerin the system
for help. However, in the real world thereare typically so many
peersthatAlice would not want to take thetime to askall of them
for help, andmostpeerswould be unwilling to help her anyway.
Alice usesherproof hints to restricthersearchto peerswhereshe
hasa reasonablechanceof getting help. For this purpose,each
PeerAccesspeer's knowledgebasecontainsa sectiondevoted to
proof hints,which aremetalevel factsandrulesthatsuggestwhich
peersAlice shouldaskfor help asshetries to determinewhether
certainatomsandrulesaretrue.

Eachproof hint takesthe form “A signs�nd (�; B ; C)  f 1 ^
� � � ^ f n ;” or its logically signedcounterpart,whereA is a peer
name,B andC arepeernamesor variables,“�nd” is a metalevel
proof hint predicate,� is a rule, and f 1 throughf n are baseor
proof hint facts. Intuitively, if a peerAlice is trying to prove � ,
thehint “Bob signs�nd( � , Alice, Carla) f 1 ^ � � � ^ f n ” means
thatBobsuggeststhatAlice askCarlaabout� , underconditionsf 1

throughf n . Much aswe disallowed sreleasepoliciesfor srelease
policies,we disallow proof hints for �nding proof hints, because
the additional layer of indirection addsno interestingexpressive
capabilityandcomplicatesexecutionat run time.

Alice cande�ne broker predicatesandusethemto describehow
to usethemto �nd proof hints:

Alice:
Alice lsignsNeesGridBrkr(David)
Alice lsignsNeesGridBrkr(Edith)
Alice lsigns�nd( O lsignsauth(R, X ), Alice, B )  
Alice lsignsNeesGridResource(R) ^ Alice lsignsNeesGridBrkr(B )

Theseformulassaythat whenAlice is trying to prove that sheor
herproxy is authorizedto accessa NeesGridresource,sheshould
askoneof the NeesGridbrokers for help, by sendingthe broker
herquery. If Alice asksDavid whetherAlice canaccesstheshake
table(usingthequery?O lsignsauth(shaketable,Alice), asde�ned
in thenext section),David couldin theoryrespondwith ayesor no
answer. However, if David really is abroker, hewill notanswerthe
querydirectly. InsteadDavid will give Alice anew proofhint, e.g.,
“David signs�nd(Bob signsauth(shaketable,Alice), Alice, Bob)”.

As anotherexample, for CAS-DB to ask resourceowners for
permissionto releaseatomsabouttheir authorizedgroups,CAS-
DB couldusethefollowing proofhint:

CAS-DBlsigns�nd(
O signssrelease(O signsauthgroup(R, G), CAS-DB,X ),
CAS-DB,O)

 CAS lsignsowner(R, O)

If David sendsAlice a proof hint, then the proof hint musthave
beenreleasable.Thereleasabilityof proof hints is determinedex-
actly asfor basepredicates,andthesemanticsandderivationrules
presentedin theprevious sectionsremainunchanged;the truth of
a proof hint formula doesnot dependon whetherthe formula to
be proved is true or false. The impactof proof hints lies in their
effect on a peer's run-timebehavior, which is a tunablefeatureof
thePeerAccessframework. For example,proof hintscanbe used
to encodea moremodularversionof thecredentialdiscovery type
systemof [18], asrulesthatsaythatif acredentialis of typeissuer-
traces-all,we shouldaskby askingthe prospective signerfor the
credential;if it is of typesubject-traces-all,weshouldstartby ask-
ing the prospective owner for it; andso on. Whetherandhow a
peermakesuseof proof hints is governedby theevent-condition-
action rules for that peerin the PeerAccessframework. For the
purposesof this paper, we will usea singlesuchrule for all peers:
whenAlice is unableto make headway on determiningthetruthof
afact,shedoesnotgiveupuntil shehasaskedfor helpby querying
eachpeerrecommendedby any proof hint in her local knowledge
base.More precisely, if Alice is trying to determinewhether� is
trueandis unableto dosousingherlocalknowledgebase,shewill
sendthequery?� to eachpeerP suchthatP 0 lsigns�nd( � , Alice,
P ) is trueatAlice, for any peerP 0. In thispaper, Alice will notask
otherpeersfor additionalproof hintsfor � if thehintsthatshehas
donot leadto proofsof � .

In even the smallestexamples,proof hints of the form “Alice
lsigns �nd( P lsigns � , Alice, P )”, where � is a metavariable,
would causeAlice to issuea hugenumberof querieswhenever
shegot stuck during proof construction—queriesnot only about
eachleaf of theproof treeunderconstruction,but alsoabouteach
interior node. To protectAlice from a denialof serviceattackby
purveyors of proof hints that instructAlice to askall peers,Alice
shoulduseherexposurepoliciesto limit thesetof proof hintsshe
allows into herKB, andsheshoulduseECA rulesthat requirethe
signerof a proofhint thatsheactsuponto have agoodratingfrom
a reputationservicethat shetrusts(modeledasanadditionalpeer
or peerswhosignratings).Evenin thesmallexamplesusedin this



paper, we cannotallow Bob to have a proof hint that directshim
to alwaysaskthesignerof a factfor helpwhentrying to prove the
fact—thiswould causehim to contactCAS or CAS-DB himself,
ratherthanhaving Alice do the work for him. We will show how
to useproofhintsin theCASexamplesoncewehavediscussedthe
formatandhandlingof queries.

In PeerAccess,peerECA rulescontrol the choiceof “pull” or
“push” paradigmsof informationdispersal.For thepull paradigm,
a querytakesthe form ?f 1 ^ � � � ^ f n , whereeachf i is a fact or
a rule delimitedby parentheses,for 1 � i � n. The meaningof
a groundconjunctive formula is de�ned in the traditionalmanner:
the formula is true at a peerif all conjunctsaretrue at that peer.
In this paper, we will assumethatall queriesarereleasable,i.e.,A
lsignssrelease(?� , X , Y ) is trueatevery peerA, andwewill omit
thede�nition of queryreleasability.

The conjunctive form of a queryallows Alice to askCAS-DB
whetherCASsignsa particularfact,andincludea statementabout
thepurposethatsheintendsto usethatsignedfactfor (in theform
of a proposedreleasepolicy for the fact). For example, Alice
may queryCAS-DB with ?(CASlsignsauth(shaketable,Alice) ^
(CAS lsigns srelease(CASlsigns auth(shaketable,Alice), Alice,
shaketable))).A morevoluminoussetof rulesin thequerywould
allow Alice to explain thatshewill only give CAS's authorization
statementto her proxiesand to the shaketable. BecausePeerAc-
cesspeerscanchooseto ignorequeries,a peermaychoosenot to
respondto aquerythatlacksanacceptablepurpose. If it is impor-
tantto supportnonrepudiationof queries(e.g.,for legal purposes),
thenwecanrequirethatqueriesbesigned;in this paper, we donot
considerthatoption.

Therun-timebehavior of asetof peers,asencodedin theirproof
hints,exposurepolicies,andECA rules,dependson thepeers'de-
signers' choiceof run-time strategies, suchas the proposalsput
forth by [2, 4, 14, 25]. Differentstrategieshave differentconven-
tionsfor whattheacceptableresponsesareto aquery. For example,
SD3 adoptstheconventionthatBob's responsemustbe suchthat
Alice neverhasto askBobthesamequeryagainasshecontinuesto
work on gettingall theanswersto herquery[14]. Theproposalof
[2] guaranteescompletequeryanswers,underan assumptionthat
peersarefully cooperative. We intendPeerAccessto becustomiz-
ableto supportall of theseproposedstrategiesandthemany others
thatwill beproposedin thefuture;eachsuchproposalcanguaran-
tee(or not) propertiessuchastermination,safety, andlivenessin
its own way. Thustheonly queryanswerrequirementPeerAccess
imposesis thateveryanswermustbeanordinarymessage(directly
signed,releasable,andtrueatthesender).ThisallowsBob'squery-
answeringbehavior to rangefrom non-responseto sendingbackall
releasableinformation alreadyin his KB plus everything he can
gleanfrom otherpeers,whetheror not it is relevantto thequery. In
our remainingspace,we cannotinvestigateany strategy in detail,
but we will revisit example1 to seethe effect of proof hints and
queriesonanSD3-like run-timestrategy.

Example1c. (Bob makesandsignshis own authorizationde-
cisions,relying on directly signedCAS statementsin his internal
reasoning.)Alice startsthe interactionby sendingBob the query
?Bob lsigns auth(shaketable,Alice). Bob's KB containsthe fol-
lowing, plusthreeadditionalreleaserulesfor theauthpredicate:

Bob:
Bob lsignsauth(shaketable,X )  CASsignsauth(shaketable,X )
Bob lsigns�nd(CAS signsauth(shaketable,X ), X , CAS)
 X 6= Bob

Bob lsignssrelease(
Bobsigns�nd(CAS signsauth(shaketable,X ), X , CAS)

 X 6= Bob,Y , Z )

Bob's exposurepoliciesallow him to receive queriesaboutshake
tableauthorizationsfrom individual partieswho would like to be
authorized.Bob is con�gured sothathe tries to prove “Bob signs
auth(shaketable,Alice)” whenhereceivesAlice's query.

Bob checksto seeif “Bob lsignsauth(shaketable,Alice)” is al-
readyin his KB (signaturederivationrule), and�nds that it is not.
Next he looks for rulesthat will allow him to expandthe lsigned
versionof his goal (modusponensderivation rule), and�nds his
CAS delegationrule. Thenhis effort shiftsto proving “CAS signs
auth(shaketable,Alice)”, which is not in his KB. It is not a self-
signedformula, so an lsignedversionof the formula would not
help.Hehasnorulesthatallow him to expandthisproofgoal.Bob
is stuck,andthereareno otherrulesthatallow him to expandhis
originalproof goal.

Sincehis local proof attemptshave failed, Bob looks for proof
hints in his KB that will tell him how to prove any of his proof
goals,or that suggestsourcesfor new rules to usein expanding
his currentsetof proof goals. He hasonly oneproof hint, andits
preconditionsarenot satis�ed. Bob is not con�gured to look for
additionalproofhintsat run time,sohisproofattemptshaveended
in failure. This is exactly the desiredoutcome:Bob wantsAlice
to do thework of queryingCAS. In accordancewith SD3'sprinci-
ples,Bob sendsAlice suf�cient informationthatshewill not have
to askhim thesamequeryagain(exceptto gethis directsignature
onhis authorization);hesendsher“Bob signsauth(shaketable,X )
 CASsignsauth(shaketable,X )”, afterproving thatthis formula
is releasable(signaturerule). Bobis con�guredto sendalongall re-
leasableproof hintsthatarepossiblyrelevantto his answers,sohe
alsosendshisproofhint. (It wouldnotbeunreasonablein thiscase
for Bob to becon�gured to sendAlice every releasableformulain
his KB. Or Bob might respondwith thecounterquery?CASsigns
auth(Alice,shaketable).)

Alice is con�guredwith anexposurepolicy thatallowsherto ac-
ceptBob's queryandhis associatedproof hint, which sheaddsto
herKB. In attemptingto answerBob's query, her local knowledge
immediatelyfailsherandshemakesuseof Bob'sproofhint, which
tells her to queryCAS. CAS acceptsqueriesfrom partieswho are
askingwhetherthey areauthorizedto accessresourcesthat CAS
knows about. ThusCAS acceptsAlice's query, andtries to prove
“CAS signsauth(shaketable,Alice)” usinglocal inference.If CAS
answersthe queryby sendingAlice “CAS signsauth(shaketable,
Alice)”, thenAlice canpushthatfactto Bob andrepeatherearlier
query. (If CAS doesnot give Alice a suitablereleasepolicy for
her to pushthat fact to Bob,shecanqueryCAS for thepolicy she
needs:?CASsignssrelease(CASsignsauth(shaketable,Alice), Al-
ice,Bob).) This time,Bobcanusetheinstantiation,modusponens,
andsignaturederivationrulesto prove “Bob signsauth(shaketable,
Alice)”. Bob is con�gured to sendthis signedfact to Alice, after
proving thatit is releasable(instantiationandmodusponensderiva-
tion rules).If heis alsocon�guredto sendherall associatedrelease
policies,thenshewill beableto sendtheauthorizationfactto any-
one. If he doesnot automaticallysendher the releasepolicy, she
andherproxieswill have to queryhim for releasepermissioneach
time they sendout theauthorizationfact.

8. CONCLUSIONS
We have presenteda brief overview of the PeerAccessframe-

work, concentratingon its handlingof baseand releasepolicies,
andshown how it canbe usedin reasoningaboutthe behavior of
resourceowners,their clients,andthe CommunityAuthorization
Servicedeployedonsupercomputinggrids.Wehavealsopresented



a formal semanticsand proof theory for PeerAccess,and shown
their equivalencein theAppendix.

Thefeaturesof PeerAccessweremotivatedby ourneedto model
certainrun-timeauthorizationactivities supportedin the Grid Se-
curity Infrastructure.To meettheseneeds,PeerAccessallows one
to modelthe local reasoningof individual peerswho areunaware
of the internalstateof otherpeers.PeerAccessalsoallows oneto
reasonaboutpossiblefuture global evolution of the system(e.g.,
for safetyor livenessanalysis). PeerAccesssupportspeerauton-
omy in choiceof run-time behavior; this behavior is encodedin
individual peers' ECA rules, exposurepolicies, and proof hints,
andexpressedin a peer'schoiceof pushingor pulling information,
its willingnessto acceptpushedinformationandqueries,andhow
hardit will work to answerthe queriesit accepts(i.e., whatother
peersit is willing to contactfor help). Peerscaneasilydescribe
their purposein askinga query, and the answeringpeercaneas-
ily limit thepurposesfor which the answerswill beused(subject
to voluntarycompliance).PeerAccessoffers an extensiblesetof
features,including theability to modela varietyof kindsof infor-
mationreleasepolicies(including the sticky releasepoliciesused
in theCAS examples);non-repudiable,veri�able communications
betweenpeers;easyways to limit a peer's effort to prove a con-
clusion,andto direct its efforts in the mostpromisingdirections,
throughtheuseof proof hints;modelingof theinterfacea peerex-
posesto theoutsideworld, throughexposurepolicies;andpotential
easyextensionof theunderlyinglanguagefor particularscenarios,
suchasconstraintDatalog,simpleformsof negation,or additional
typesof policies,suchasauditpolicies. Total freedomin peerbe-
havior canleadto total chaosin run-timeresults,andPeerAccess
offersanexcellentbasefor modeling,comparing,andexperiment-
ing with differentproposalsfor controllingpeerrun-timebehavior
throughmulti-party trust negotiationstrategiesandcredentialdis-
covery algorithms.
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